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Special Minister of State I8 JuK@é

AEC: Representations by the Member for Fowler relating to
Mr Tony Fitzgibbon and Data Zoo Pty Limited — Access to th?’
Commonwealth electoral roll for identity verification

Timing: Urgent as requested by your office. §

Recommendation: &&

That you note the contents of this Brief. &0

Key Points: o&

The Commonwealth Electoral Act 1918 (Elecighrgl Act) was amended by the Howard
Government to allow for a range of busine nvolved in financial reporting matters
to access the Commonwealth electoral r, r verification of identity purposes under
the Financial Transactions Reporis A 8 (FTR Act) and the Anti-Money
Laundering and Counter-Terrorism ncing Act 2006 (AML/CTF Act). Section 90B
of the Electoral Act was amend require the Australian Electoral Commission
(AEC) to provide prescribed pgrsdns and organisations with the publicly available roll
information (name and ad only) for the verification of identity purposes.

2. Boththe FTR Act ’& e AML/CTF Act are administered by the
Attorney-General’s ent. Customer identification and verification of customer
identity is one of th requirements of Australia’s anti-money laundering and
counter terroris ancing legisiative framework. However, despite the claims by
Mr Fitzgibb$® AEC has been provided with no information from the

Attorney-Gegheral’'s Department that there is any actual need for a further company to
be involv the verification of identity checks for financial institutions under either the
FTR Aéepr the AMI/CTF Act.
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3. The list of the “prescribed person or organisation” under subsection 90B(4) to
whom the AEC is authorised to release roll information is set out in regulation 7 of the
Electoral and Referendum Regulations 1940 and includes the following six companies:

* Experian Asia Pacific Pty. Lid.;

E Perceptive Communications Pty. Ltd. {trading as FCS OnLine);

o Veda Advantage Information Services and Solutions Limited; (b
. ACXIOM Australia Pty. Limited; q%

© The Global Data Company Pty. Ltd; and \

. Betfair Limited. (:\'

4. The AEC is aware that several of the above companies have previ X.Iobbied
the government to obtain additional information from the Commonvge&lectoral roll -
in particular, sex and date of birth information. Q

5. The AEC understands that neither Senator Faulkner no@&tor Ludwig had
previously agreed to such action. There are two reasons & is. First, the privacy
issues raised in the Australian Law Reform Commissio C) Report No. 108
entitled “For Your Information: Australian Privacy La Practice”. Second, the
concerns raised by the Australian National Audit & ANAD) in Performance Audit
Report No. 28 2008-10.,

6. Recommendations 16-3 and 16-4 of t RC Report No.108 seek the review of
appropriate privacy protections for the rall @ the development of protocols that
address the collection, use, storage anc%eclosure of the rolls and questions whether
“the use of the electoral roll by repowentities for the purpose of identification is
appropriate”. The Government ﬁ nse (dated October 2009} to the ALRC Report
stated that there is a need to e sh strong privacy protections for the personal
information contained in the w and that the "Government will consider the issues
raised in this recommen%n in its review of the Anti-Money Laundering and Counter-
Terrorism Financing A 6". The Attorney-General's Department has previously
advised that it was séiuled to carry out a review of the AML/CTF Act in December

2013, b

7. The AN@@pon on the 2007 election contained a recommendation that the
AEC and tiyg Office of the Privacy Commissioner “assess the extent to which broad
use of e ral-roll information by non-government entities may be impacting on the
willin @s of Australians to enrol to vote”.

xQThe AEC is currently undertaking a range of work for mobilizing the franchise and
@itdmpting to identify and address issues that result in a disincentive to eligible

ustralians applying to be on the electoral Roll. The AEC remains concerned that
adding additional companies to the list of third parties who are given access to the
Commonweaith electoral roll for the purposes of identity verification under the FTR Act
and the AML/CTF Act will have the potential to introduce additional disincentives to
eligible persons complying with their obligations to enrot to vote, exacerbating the
already evident trend of a declining participation rate and therefore increasing the task
facing the AEC to introduce additional measures to redress this decline.
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9. Inthe ALRC Report No.108, the ALRC also considered options fo facilitate the
electronic verification of identity under the AML/CTF Act. The options considered
included access to date of birth on the electorai roll, access to the document
verification scheme and access to credit reporting data.

10. Of the options considered, the ALRC recommended that, provided appropriate
privacy protections were implemented, ‘the use and disclosure of credit reporting
information for electronic identity verification purposes to satisfy obligations under the "b
[AML/CTF Act ] should be authorised expressly under the AML/CTF Act’ %
(Recommendation 57-4). The government agreed in principle to the recommendaK%

and undertook a Privacy Impact Assessment (PIA) in October 2009 to investigaie

appropriate privacy protections. ?S)

11.  On 11 November 2010 the Minister for Home Affairs and Justice, tP

Hon Brendan O'Connor MP, announced that the government would b asing

exposure draft legislation that introduces amendments to the AML/ ct and the
Privacy Act 1988 to enable reporting entities to use credit reporti ta to verify the
identity of their customers.

12. The AML/CTF Act was amended in 2011 to alter th@)rmation sources that
could be used by companies and entities to facilitatew ctronic verification of
identity. These amendments were contained in th bating the Financing of
People Smuggling and Other Measures Act 201 1(5& No. 60 of 2011). The
Government therefore agreed with the ALRC r mendations which led to the
amendments to the AML/CTF Act so that r@g eniities were able to use credit
reporting data to verify the identity of thei omers. These new provisions
commenced on 28 June 2011 and werﬁeéned to specifically reduce any use of the

Commonwealth electoral roll for the rposes.

13. A further issue relates to%éctly where Data Zoo Pty Limited will locate the
“personai information” from t@ ommonwealith electoral roll if it was to be provided.
The information curren%ovided by Mr Fitzgibbon indicates that he has two
companies, one in Austraia and one in New Zealand. The proposal refers to a
business model whijc vides “a combined AML/CTF solution for Australia and New
Zealand”. The ad provided by Mr Fitzgibbon for contact is located in Auckland

New Zealand. raises an issue of the possible application of the requirements
rivacy Act which limit the transborder flow of “personal information”.

contained ip t
This Iimita% currently exists in National Privacy Principal (NPP) 9 and is also
reflecte @ he new Australian Privacy Principals which are currently before the
Parli@t (see APP 8) which provides that:

\a(1) Before an entity discloses personal information about an individual to a
Qg person (the overseas recipient):
(a) who is not in Australia; and
(b) who is not the entity or the individual,
the entity must take such steps as are reasonable in the circumstances to
ensure that the overseas recipient does not breach the Australian Privacy
Principles (other than Australian Privacy Principle 1) in relation to the
information”.
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Impact on the Budget:
14. Nil.

Consultation"
15. N/A.

I &

Tom Rogers Contact Officer: ~ Paul Pirani
Deputy Electoral Commissioner Job TilefLevel:  Chief Legal Cfficer \
Telephone: 0262714474

Page 4 of 4
IN CONFIDENCE



REDACTION CODES

Personal Information (hame) redacted.
Personal Information (date of birth) redacted.

Personal Information (photograph) redacted

Personal Information (facsimile of signature) redacted. q%(b
Personal Information (facsimile of manuscript initialling) redacted. \\
Personal Information (Individual’s address) redacted. 0

10
11
12
13
14
15
16
17

Personal Information (individual’'s telephone number) redacted. Q

N
>

Personal Information (individual’s opinion) redacted.
Personal Information (opinion about individual) redacted:
Personal Information (employment history) redacﬁ@
Personal Information (qualifications) redact%\
Personal Information (health) redacted. o

Business information (Bank Acco n&ails) redacted.
Business information (Billing 6@unt details) redacted.
Legal Professional Com %ation redacted.

Deliberative materi%&acted.

Irrelevant materiél redacted.
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