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1 Introduction

1.1 Purpose

The purpose of this document is to detail the steps necessary to allow organisations, such as Australian Political
Parties, to be able to securely transfer information to the Australian Electoral Commission (AEC) for the

purposes of a disclosure audit.

This procedure has been developed to ensure:
e  Security of external organisations data during the shipment of information to the AEC
e  External organisations have a consistent and repeatable process for data transfer to the AEC
e External organisations are not burdened by cost both in terms of time and money

The protection of external organisation data is the sole-responsibility of the external organisation. The AEC is
not liable for the loss or theft of external organisation data during the data transfer process.

1.2 Prerequisites
This document assumes the following prerequisites are in place:
e All encrypted information needs to be transported to the AEC on either CD-ROM or DVD media

e A password must be used to encrypt the external organisations data. Please pre-create a password ready
to type in during the encryption procedure. The AEC recommends using a pass-phrase for the
password, for example:

o A Passphrase example is “Birds of a feather flock together”

o The Password would then be “Birdsofafeatherflocktogether” making note to remove any
spaces or special characters such as apostrophes

1.3 Assumptions
This document makes the following assumptions:
e The external organisation has access to the Internet
e The external organisation has the ability to download files from the Internet

e The external organisation has access to the Uniform Resource Locator (URL) — http://www.7zip.org

e  The steps to install any required software are performed by personnel who have sufficient access on the
desktop and or laptop device

e The external organisation is completing these steps on a Windows XP, Vista, 7 (or later).

2 Download

To download the software required to encrypt information prior to transfer to the AEC please complete the
following steps:

Using an Internet Browser that has access to the Internet and the ability to download files navigate to the
following URL:

e http://www.7-zip.org/

e  Select the download option according to the required operating system, i.e. 32 or 64 bit Windows.

e  When prompted save the 7-Zip software to a local folder making sure to take note the folder name and
location
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3 Installation

To install the software required to encrypt information prior to transfer to the AEC please complete the
following steps:

e Using Windows Explorer navigate to the location used to store the 7-Zip installation file (EXE)

e  Double-Click on the file to start the installation wizard

Special Note: If using Windows VISTA or Windows 7 with User Account Control (UAC) select “Yes” when
prompted by the operating system.

e When prompted by the Welcome dialogue box click “Next” to continue

97255206k s

Welcome to the 7-Zip 9.20 (x64 edition)
Setup Wizard

The Setup Wizard will install 7-Zip 9.20 (x54 edition) on your
comp\;w. Click Next to continue or Cancel to exit the Setup
Wizard.

[ pak  |[next ] [ cacel |

e  Click the “T accept the terms in the License Agreement” and then click “Next”

1) 7-Zip 9:20 (454 editon) Setup.

End-User License Agreement
Please read the following license agreement carefully

7-Zip Copyright (C) 1999-2010 Igor Paviov.

s

Licenses for files are:

1) 7z.dll : GNU LGPL + unRAR restriction
2) All other files: GNU LGPL

The GNU LGPL + unRAR restriction means that
you must follow GNU LGPL rules and unRAR restriction rules.

[¥]1 accept the terms in the License Agreement

(oo Jee ) o

e Accept the default installation options and path then click “Next”
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Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

ERE=H| The complete package.
~ | Program files
| Localization files

This feature requires OKB on your
hard drive. It has 2 of 2
subfeatures selected, The

subfeatures require 4689KB on y...
Location:  C:\Program Files\7-Zip\ Browse...
[ Reset | [Dskusage | [ Bak ][ Nest ] [ cancel ]

e Click “Next”

The Setup Wizard is ready to begin

Click Install to begin the installation. If you want to review or change any of your
installation settings, click Back, Click Cancel to exit the wizard,

[ Bak ][ mstal ] [ cancel |

e Click “Finish” to complete the installation

Completing the 7-Zip 9.20 (x64 edition)
Setup Wizard

Click the Finish button to exit the Setup Wizard,

[ Bk |[EFoshi] [ cancel |
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4 Encrypting Data

To prepare data for transport to the AEC please complete these steps:

1) Locate and execute “7-Zip File Manager” in the Start Menu
N 1-Zip U

1-Zip File Manager |

2 7-Zip Help

2) In the File/Folder pane navigate to the Files/Folders that need to be sent to the AEC

Add  Extract Test Copy EI\J‘Io‘ve:[.lelete Info

\Documentsh

52 ] C\Users\

Name Size Modified Created Accessed Attributes Packed Size Comment
MMy Data | 2014-08-07 08:46  2014-08-07 08:45  2014-08-07 08:46 D 0

. MyData 2 2014-08-07 08:46 2014-08-07 08:46 2014-08-07 08:46 D 0

o My Music 2014-06-23 1454 2014-06-23 14:54 2014-06-23 14:54 HSDrn 0

. My Pictures 2014-06-23 1454 2014-06-23 14:54 2014-06-23 14:54 HSDm 0

. My Videos 2014-06-23 14:54 2014-06-23 14:54 2014-06-23 14:54 HSDm 0

85 Defaultrdp 2012 2014-07-1411:12 2014-07-1407:32 2014-07-14 07:32 HA 2012

& | desktop.ini 402 2014-06-23 14:54 2014-06-23 14:54 2014-06-23 14:54 HSA 402

3) Select the required File(s) and Folder(s) and then click “Add”

* =m v B = X i

Add  Extract Test

Copy Mowve Delete

Info
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4)  Within the “Add to Archive” dialogue box

a. Make note of the file name shown in the “Archive” field. For easy identification please change

this name to reflect your organisation.
b. Select “AES-256" as the encryption method
c. Select “Show Password”
d. Enter a strong password into the “Enter Password” field
e. Click “OK”

Add to Archive xR LT SRR T e
Archiver | o 4 Yo BB e S e
My Data.7z v B
Archive format (72 v|  Update mode:
(Add and replace files v
Compression level [Nomal v
Options
Compression method: [IZMA '] [7] Create SFX archive
Dictionary size: [16 MB v] Compress shared files
Word size: (22 B e
Solid Block size: (268 - Enter password:
Strong Password Herel
Number of CPU threads: — /8
Memory usage for Compressing: 192 MB
Memory usage for Decompressing: 18 MB Show Password _
Split to volumes, bytes: Encryption method: AES-256 = ;5
v Enciypt file names :
Parameters: ;
e L P T e el ,
——— — )
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5) 7-Zip will create a new file with the name supplied in the “Archive” field. Make note of the file
location.

File Edit View Favorites Tools Help T

o
d = v o = X i
Add  Extract Test Copy Move Delete Info
| ciusersy “Documentsy,
Name Size  Modified Created Accessed Attributes Packed Size Comment
[ My Data | 2014-08-07 08:46  2014-08-0708:45 2014-08-07 08:46 D 0
|\ My Data 2 2014-08-07 08:46  2014-08-07 08:46  2014-08-07 08:46 D 0
1 My Music 2014-06-23 14554  2014-06-23 1454 2014-06-23 14:54 HSDm 0
| My Pictures 2014-06-23 14:54 2014-06-23 1454 2014-06-23 14:54 HSDm 0
|\ My Videos 2014-06-23 14:54  2014-06-23 1454 2014-06-23 14:54 HSDm 0
&3 Default.rdp 2012 2014-07-1411:12  2014-07-1407:32  2014-07-14 07:32 HA 2012
4| desktop.ini 402 2014-06-23 14:54 2014-06-23 14:54  2014-06-23 14:54 HsA 402
161 2014-08-07 08:51 2014-08-07 03:51 2014-08-07 08:51 A 161

6) The 7-Zip archive file is now ready to be sent to the AEC. Please place this file on CD-ROM or DVD
and deliver it to the AEC.

7) Please ensure the password/passphrase used to encrypt the data is NOT transported with the
CD-ROM/DVD. The password/passphrase should be provided separately to the AEC by either:

e e-mail to: fad@aec.gov.au

o faxto: (02) 6271 7655
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APPENDIX A. Abbreviations

The following abbreviations have been used in this document.

Term or abbreviation Full name or description

AD Active Directory

AEC Australian Electoral Commission
AES Advanced Encryption Standard
UAC User Account Control

URL Uniform Resource Locator
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