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This report may only be relied upon by the Australian Electoral Commission (AEC) for the purpose of the evaluation of
the trial of electronic voting for the blind and sight impaired during the 2007 Federal Election. We disclaim all liability to
any other party for all costs, loss, damage and liability that the AEC may suffer or incur arising from or relating to or in
any way connected with the contents of this report, the provision of this report to the other party or the reliance upon the
report by AEC.



CHAPTER 1: Executive Summary

1.1 Background to the Trial

The Government tasked the AEC with conducting a trial of remote electronic voting (REV)
for overseas based ADF personnel. For the 2007 Federal Election, REV was available to

ADF personnel deployed in operations in Iraq, Afghanistan, Timor-Leste, and the Solomon
Islands. The trial was limited to these countries by Defence to not only contain the scope

of the trial but because of their access to secure Defence computing and communications
facilities, the Defence Restricted Network (DRN).

Electors applied to be registered electronic voters from September 2007. After
applications were processed by Divisional Returning Officers, registered voters were sent
a personal identification number (PIN).

An elector logged into the voting server by using their name, date of birth, and the PIN.
Once logged on, voters were presented with the ballot for the Division for which they were
enrolled, and the relevant Senate ballot. Following the close of polls, House of
Representative and Senate votes were printed and sent to the relevant Divisional
Returning Officers.

All registered electronic voters were sent a general postal vote as a backup, and as an
alternative. Voting is not compulsory for electors if they are overseas at the time of the
election, and this provision naturally extends to ADF personnel deployed overseas.

1.2 Objective and Aims of the Evaluation

The overall objective of the evaluation is to determine the effectiveness of the trial in
providing a secure, reliable, and convenient method of voting at federal elections for
overseas ADF personnel.

The aims of the evaluation of the trial are to:

= determine the effectiveness and efficiency of the REV trial in providing a secure
and reliable method of voting at Federal elections (Chapter 3), by examining

o the level of take-up for the use of REV (Section 3.1),

o the communication strategy to inform eligible electors in the ADF about the
trial (Section 3.2),

o the use of postal voting by registrants (Section 3.3),

o user acceptance of REV (Section 3.4),

o exercise of discretion by REV voters(Section 3.5), and
o the cost per vote of the trial (Section 3.6);

= evaluate whether the use of REV complied with legislative and other standards by
examining compliance of procedures and processes implemented in the trial with
relevant sections of the Commonwealth Electoral Act 1918 and associated
regulations(Chapter 4);

= assess whether the use of remote electronic voting led to any increase in electoral
offences, or any increase in the risk of electoral offences or fraud (Chapter 5) by
examining

o procedures to manage risks of electoral offences (Section 5.1); and
o allegations of electoral fraud arising from the REV trial (Section 5.2).



Also as part of the evaluation, the consultant was contracted to identify administrative
issues arising from the trial, and make recommendations for improvements should the trial
continue or be more widely implemented subsequent to that planned for the 2007 Federal
Election.

1.3 Results of the Evaluation

The findings and associated recommendations are at Table 1.1. The conclusions of
evaluation are discussed below.

- the effectiveness and efficiency of the trial in providing a convenient, reliable and
secure method of voting at Federal election for overseas ADF personnel.

The trial demonstrated that remote electronic voting for personnel deployed in Defence
operations overseas could provide a convenient, reliable and secure method of voting in a
Federal Election. 511 votes were cast using REV.

The number of deployed personnel known to cast a vote at the 2007 Federal election was
significantly higher at 1740 when compared with the 2004 Federal election. REV voting
played a very important role in achieving this result.

The registration process was resource intensive for Divisional Offices, mainly due to
incomplete information initially provided to the AEC by Defence, and a high number of
REV applicants being enrolled at addresses other than those claimed for on their REV
application form. Lessons learnt from the trial on these issues should allow more
streamlined administrative processes in any future implementation of REV voting.

The timeliness of receiving mail for some of the Defence personnel overseas, a key driver
for the trial, remains an issue, albeit more limited, for the mail out of PINs to access
remote voting.

Most of those who registered for REV found out about the trial either through Force
preparation training, or through information from their commanding officers or through
word-of-mouth.

Three-quarters of those who registered cast their vote using REV, but the proportion
varied markedly between locations — many of those deployed to Timor-Leste were unable
to cast a vote using REV because of “operational reasons”. Postal voting is used as an
alternative to casting a REV vote, but the proportion using this option is comparatively
small.

Amongst the REV voters, there was a high level of satisfaction with the level of service
that REV voting provided. The main issues raised with REV voting concerned the lack of
privacy in casting a vote (16 survey respondents), particularly for those deployed to Timor-
Leste and Afghanistan, and the speed that voters were able to log on and cast their vote —
an issue of particular concern in the Solomon Islands and Afghanistan. Both of these
issues were raised by a small minority of voters in these locations. Despite the concerns
about speed from respondents, the average time to cast a vote was 8.6 minutes after
logging on.

Those who used REV to vote were able to vote in a way that reflected their intentions, as
evidenced by the relatively high number of BTL voters. However, the proportion of BTL
voters was lower from those locations with reported poorer DRN speeds. Information on
local candidates, how-to-vote from registered parties and independent candidates, and on
GVTs would have further assisted REV voters in casting votes that fully reflected their
intentions.

The unit cost per vote in the trial was relatively high. Costs for a future implementation are
difficult to forecast as they are contingent on the Government’s decision on this issue.
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However, unit costs are expected to decrease, provided the number of electors eligible to
vote using REV does not decrease.

- Compliance with Legislation

The trial largely complied with relevant legislative sections and regulations relating to REV
but, based on feedback from REV registrants in Afghanistan and Timor-Leste, the
placement of DRN terminals did not provide sufficient privacy for a small number of survey
respondents. Specific reminders to the commanding officers may assist with this issue in
the future.

Some REV registrants may have returned to Australia in sufficient time to cast a vote on
polling day, raising the risk of such registrants casting a REV vote while in Australia (but
no evidence that this occurred).

- Management of Risks of Electoral Offences and Outcomes

The AEC put in a range of controls to minimise the risks of electoral offences associated
with the REV system and its associated processes. These were subject to an
independent audit with satisfactory outcomes.

Improvements were suggested in a number of areas to more easily manage the risks.

There have been no allegations of electoral fraud and no official complaints arising from
the trial.



TABLE 1.1: Summary of Findings and Recommendations

Key Findings

In any future implementation of REV, the following considerations

are recommended:

3.1 Take-up for the use of REV

= 2012 ADF personnel applied for REV registration and were
eligible to vote using REV, representing 80% of ADF personnel
deployed to the trial areas. The variations in take-up across
locations varied only marginally.

= The AEC faced a number of challenges in registering eligible
electors and ensuring that they remained eligible, impacting
particularly on workloads in DOs at one of their busiest times.
These included the following:

o Due to security restrictions on REV registrations on
RMANS, DO staff were unable to easily browse to identify
registration details that might need amending, only able to
execute amendments through a detailed set of
instructions.

o The AEC did not realise until after it received initial REV
applications that AFPO addresses were not being
provided and would be needed to reach registrants. This
required the form to be modified and reissued to guide the
applicant. For applications already received, they were
investigated and the registration details amended in
RMANS.

o Initially Defence did not advise that the trial would be
restricted to certain AFPO addresses, and then only
advised of five of the six AFPO addresses, requiring DOs
to initially reject some REV registrants and then to
reaccept some of these at a later date.

o Defence could not provide the AEC with a list of ADF
personnel eligible for REV registration, relying on the AEC

a)

b)

d)

registration should be encouraged as part of the preparation for
overseas deployment;

a fresh enrolment application should be encouraged from those
seeking REV registration at the time of completing the REV/GPV
registration form;

all those who are registered and are expected to be overseas at the
time based on the dates on their registration form, should be
potentially eligible to cast a vote electronically — the registration form
should be amended to guide registrants to fill in specific dates to
facilitate this;

the AEC should investigate whether there is any feasible means to
exclude those who have returned to Australia earlier than the date on
their REV application form, and prevent them from casting an
electronic vote should they attempt to do so when in Australia, if this is
consistent with Government’s decision on eligibility;




Key Findings

In any future implementation of REV, the following considerations
are recommended:

to send them a list of potentially eligible REV registrants
on which Defence checked and provided feedback.

o Many of the REV applicants were not enrolled for the
address they claimed on their REV application form.

75% of REV registrants cast a vote using REV. This varied
considerably across locations from 92% of registrants deployed
to the Solomon Islands down to 52% of registrants deployed to
Timor-Leste.

The main nominated reason for poor take-up of REV in Timor-
Leste was “operational reasons”, but lack of available terminals
may have impacted on the take-up.

4.6% of survey respondents (twenty) commented on the time it
took to receive their PINs, preventing a number of them from
voting using REV.

e) the method to most effectively distribute PINs to REV registrants in
time to vote should be investigated,;

f) full overseas addresses should be included in the REV/GPV
application form to speed mail delivery;

The number of deployed personnel known to cast a vote at this
election is significantly higher at 1740 (or 50% of total) when
compared with those for the 2004 Federal Election when only
311 (or 23% of total) were known to vote.

3.2 Communication Strategy to Inform Users

Defence took primary responsibility for developing and
implementing the communication strategy. The AEC undertook
supplementary activities including visits to Timor-Leste and the
Solomon Islands, provision of information on REV on the AEC
web-site, joint media releases with Defence, and participation in a
video conference with commanding officers in the areas of
operation.




Key Findings

In any future implementation of REV, the following considerations
are recommended:

The two main means by which REV registrants found out about
the trial was mainly through Force preparation training, secondly
from information from commanding officers and thirdly through
word-of-mouth. It indicates the importance of providing
commanding officers with sufficient information to pass on to the
personnel under their command.

g) the AEC should provide Defence with feedback on the key means by
which REV registrants found out about the trial, urging them to take it
into account in future implementations of REV;

3.3 Use of Postal Voting by Registrants

Casting a postal vote was still a popular means of casting a vote
for those who were REV registered and could not, or chose not
to, cast a REV vote. However, for every seven REV votes cast by
REV registrants, one postal vote was cast by those who
registered for REV.

h) the AEC should maintain GPV registration for REV ADF registrants,
allowing REV registrants an alternative means of casting a vote if
unable to cast their vote electronically;

3.4 User Acceptance of REV

Overall satisfaction with the level of service REV provided

There was a high level of user satisfaction with the level of
service that REV provided, with 86% of survey respondents being
satisfied or very satisfied with the level of service, and with 79%
of respondents being very satisfied.

The levels of satisfaction in Irag were significant lower than at the
other locations, with only 78% of respondents being satisfied or
very satisfied with the level of service provided, possibly because
of lack of access to information about candidates and parties.

Only 3.6% of respondents indicated that were not willing to use
REV again, and a quarter of these said that was because they
would be back in Australia at the next election.

Lack of privacy in casting their vote, speed of logging on and
casting their vote, and lack of knowledge of the candidates and
party preferences were the main reasons nominated by the 11
respondents (out of 316) who were dissatisfied or very




Key Findings

In any future implementation of REV, the following considerations
are recommended:

dissatisfied with the level of service REV provided.

Opportunity to vote electronically

91% of respondents considered the opportunity to vote
electronically as (very) good, with 70% considering the
opportunity to be very good. There was only marginal variation on
this aspect across locations.

Clarity of the instruction pamphlet

86% of respondents considered the clarity of the instruction
pamphlet as (very) good, with 50% considering the clarity to be
very good. There was slightly lower ratings of these aspects in
Iraq and Afghanistan, because of a greater proportion of those
were neutral in their ratings, but no indications of why this may be
the case.

Clarity of on-screen instructions

89% of respondents considered the clarity of the instruction
pamphlet as (very) good, with 46% considering the clarity to be
very good. There was only marginal variation on this aspect
across locations.

The relatively high level of rating of the clarity of on-screen
instructions, may have been responsible for the lower than
average level of invalid REV votes cast — 3.4% compared 4.0%
overall for HoR ballot papers, and 1.3% compared with 2.6%
overall for Senate ballot papers.
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Key Findings

In any future implementation of REV, the following considerations
are recommended:

Ability to cast a vote in private

84% of respondents considered their ability to cast a vote in
private as (very) good, with 55% considering privacy.

Most of those who rated privacy as (very) poor were deployed in
Afghanistan and in Timor-Leste, with this view formed because
the terminals were reported to be located in busy offices or open
spaces.

i) Defence specifically reinforce with base and camp commanders the
need to facilitate privacy in casting a vote;

Speed that voters were able to log on and cast their vote

62% of respondents considered the speed with which they were
able to log on and cast their vote as (very) good, with 36%
considering the clarity to be very good. There was a relatively
high proportion of those rating the speed as (very) poor in the
Solomon Islands and Afghanistan.

The speed of the DRN was overall very good, with an average of
8.6 minutes taken to vote, once the voter had logged on but, as
there were reported variation in the speed, voter expectations
may not have been met uniformly.

j) Provide advice to REV registrants that the DRN may vary in terms of
the speed with which they can cast their vote;

Vote checking service

Only 16% of voters checked their votes. 85% of these rated its
ease of use as (very) good, and 76% of these rated its value as
(very) good.

The ability to check votes was clearly very valued by those who
had rated it as (very) good.

k) the AEC maintain the vote checking facility as a feature of REV.
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Key Findings

In any future implementation of REV, the following considerations
are recommended:

3.5 Exercise by Discretion by REV voters

While 3.2% of voters voted below-the-line (BTL) on the Senate
ballot paper in the 2007 Federal Election, 5.2% of REV voters
voted BTL in the 2007 Federal Election.

BTL voting varies across locations with the rating of the speed of
logging on casting a vote — that is, in locations with more
respondents reporting poor DRN speeds, the rate of BTL voting
is lower.

A few respondents indicated that they wanted access to how-to-
vote and candidate information.

l) provide candidates and registered parties with feedback from the REV
trial on voters’ seeking information on local candidates and how-to-
vote;

A few respondents indicated that they wanted information on

party abbreviations on the ballot paper and how their preferences

would be distributed.

m) the AEC draw REV registrants’ attention to its web-site information on
GVT and nomination information on candidates.

3

.6 Cost of the Trial

The cost per REV vote cast was $521. Forecasting of any future
implementation of the trial at the next election, is contingent on
Government’s decisions in this regard including the scope, but is
likely to cost less per vote to implement, provided the number of
electors eligible to vote using REV does not decrease.

Y

. Compliance with Legislation

Most of the sections and regulations relating to REV for ADF
personnel deployed overseas were fully complied with.

Based on the survey of REV respondents, in Afghanistan and
Timor-Leste, not all REV voters considered that they had privacy
in casting their vote. Commanding officers were reminded of
their obligations to ensure privacy in voting. Ensuring that DRN
terminals were placed in a way that promoted privacy, was not in

12




Key Findings

In any future implementation of REV, the following considerations
are recommended:

the direct control of the AEC. If REV voting was extended in the
future, the need to facilitate privacy should be reinforced with
commanders (see Recommendation (i)).

It is estimated that approximately 45 REV registered ADF
personnel may have returned to Australia prior to polling day —
there was a risk that these REV registrants may have voted on
the DRN in Australia, but no evidence that this occurred. A
previous recommendation (Recommendation (d)) suggesting that
the AEC investigate ways to exclude those who return to
Australia earlier than that specified on their REV registration,
from casting a REV vote when in Australia (if not eligible to do so
in a future implementation), could minimise this risk in any future
implementation of REV.

5.1 Procedures to manage the risks of Electoral Offences

The AEC put in place a range of controls to minimise the risks of
electoral offences associated with the REV system and their use.
These were subject to an independent audit with a satisfactory
outcome.

The AEC put in place methods to ensure that only the REV vote
was counted even if the person voted using both REV and GPV.

One DRO, in receipt of two post pack bags of REV votes claimed
not to have received the list of voters with GPV certificates
attached.

n) include a copy of voter lists with GPV certificates in each bag of REV
votes dispatched from National Office to DROs, with second or
subsequent copies clearly marked “duplicate” or “copy only”;

1.9% of REV voters also cast a GPV vote.

0) emphasise to REV voters that casting a vote using the REV excludes
them from casting a vote any other way, and so they should discard
any GPV that arrives;

The risk of substitution of votes during transportation of votes
between National Office and the DOs was managed through the
use of tamper-evident packaging. The use of watermarked paper

p) use watermarked or other security paper for printing record of votes;

13




Key Findings

In any future implementation of REV, the following considerations
are recommended:

on which vote is printed was suggested as a further risk
management aid.

= The colour and size of the printed votes made it difficult to
distinguish between HoR and Senate ballot papers, and
increased the risk of not including the print-out in the count.

g) use different colour paper for HoR and Senate printed votes.

5.2 Allegations of Electoral Fraud arising from the REV Trial

There have been no allegations of electoral fraud arising from the
trial nor have there been any complaints related to the REV trial.
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CHAPTER 2: Evaluation Overview

2.1 Background to the Trial

In its submission to the Joint Standing Committee on Electoral Matters (JSCEM) in its Inquiry
into the 2004 Election, the Department of Defence highlighted the tight time-frame the election
period presented in the dispatch and return of postal votes for personnel deployed in overseas
operations such as those in the Middle East.

Following recommendations made in the JSCEM’s report on its Inquiry, a number of
amendments to the Commonwealth Electoral Act 1918, were passed. One of these
amendments allowed a trial of remote electronic voting for ADF personnel serving overseas.
This trial and the trial for providing secret and independent voting for people who are blind or
have low vision (see Evaluation of the electronic voting trial for blind and sight impaired electors
at the 2007 Federal Election) together provided the first occasion of electronic voting in Federal
electoral history.

Remote electronic voting (REV) was available to ADF personnel deployed in operations in Iraq,
Afghanistan, Timor-Leste, and the Solomon Islands. The trial was limited to these countries by
Defence to not only contain the scope of the trial but because of their access to secure Defence
computing and communications facilities, the Defence Restricted Network (DRN).

Electors applied to be registered electronic voters from September 2007. After applications
were processed by Divisional Returning Officers, registered voters were sent a personal
identification number (PIN).

An elector logged into the voting server by using their name, date of birth, and the PIN. Once
logged on, voters were presented with the ballot for the Division for which they were enrolled,
and the relevant Senate ballot. Following the close of polls, House of Representative and
Senate votes were printed and sent to the relevant Divisional Returning Officers.

All registered electronic voters were sent a general postal vote as a backup, and as an
alternative. Voting is not compulsory for electors if they are overseas at the time of the election,
and this provision naturally extends to ADF personnel deployed overseas.

2.2 Evaluation Objective and Aims

In its 2007-08 Budget Statements, the AEC reported on its plan to evaluate the trial of voting
using REV. This evaluation is part of its program of evaluations against the AEC’s Outcome 2.
The results of this evaluation will be drawn on to inform the AEC’s submission to the anticipated
JSCEM inquiry into the 2007 Federal Election. Further the outcomes of this evaluation will be
summarised in the AEC’s 2007-08 Annual Report.

The overall objective of the evaluation is to determine the effectiveness of the trial in providing a
secure, reliable, and convenient method of voting at federal elections for overseas ADF
personnel.

The aims of the evaluation of the trial are to:

= determine the effectiveness and efficiency of the REV trial in providing a secure and
reliable method of voting at Federal elections (Chapter 3), by examining

o the level of take-up for the use of REV (Section 3.1),

o the communication strategy to inform eligible electors in the ADF about the trial
(Section 3.2),

o the use of postal voting by registrants (Section 3.3),
o user acceptance of REV (Section 3.4),
o exercise of discretion by REV voters(Section 3.5), and
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o the cost per vote of the trial (Section 3.6);

= evaluate whether the use of REV complied with legislative and other standards by
examining compliance of procedures and processes implemented in the trial with
relevant sections of the Commonwealth Electoral Act 1918 and associated
regulations(Chapter 4);

= assess whether the use of remote electronic voting led to any increase in electoral
offences, or any increase in the risk of electoral offences or fraud (Chapter 5) by
examining

o procedures to manage risks of electoral offences (Section 5.1); and
o allegations of electoral fraud arising from the REV trial (Section 5.2).

Also as part of the evaluation, the consultant was contracted to identify administrative issues
arising from the trial, and make recommendations for improvements should the trial continue or
be more widely implemented subsequent to that planned for the 2007 Federal Election.

2.3 Scope of Evaluation

The scope of the evaluation was focused on the conduct of the trial during the 2007 Federal
Election. Attention was given to:

= the planning for the trial, covering consultations, communications, testing and training for
the trial;

= processes and procedures, along with associated guidance and instructions, undertaken
at the AEC National Office for receiving and printing the electronic votes, and at
Divisional Offices for registering electors for the trial and subsequently in receiving the
printed votes; and

= views on remote electronic voting as a means of providing a secure and convenient
method of voting with improved reliability for ADF personnel serving overseas.

The scope of this evaluation did not cover the electronic voting supporting IT infrastructure.
2.4 Approach to the Evaluation
The evaluation was undertaken in three stages:

= Stage 1: Scope and Planning;

= Stage 2: Data and Information Gathering;

= Stage 3: Analysis of Data and Reporting the Findings.

Each stage was conducted in close consultation with the AEC Research Section and the
Electronic Voting Section.

Information for the analysis was collected by the following means:

= a postal survey of REV registrants that was sent to each REV registrant in the post
election period, whether or not they had cast a vote;

= afocus group of, and teleconferences with, DROs and their staff from eight Divisions,
including the three Divisions in which 53% of registrants were enrolled (Herbert, Solomon
and Brisbane);

= gstatistics recorded of the number of registrants and REV votes from each Division;

» interviews with the Electronic Voting Section members, an examination of supporting
material developed by the Section and provided by Defence, for example through the
REV joint Project Board established between the AEC and Defence (the Board). The
Board was established to manage the overall project;

= an interview with an Assistant Director, Enrolment;
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statistical information about GPVs received from trial locations;

statistical and performance information about the 2004 and 2007 Federal Election
relating to number of votes, above/below the line voting, and cost.

desk review and discussion with relevant AEC officials to identify relevant legislative
provisions;

costing for the project as assessed by the Electronic Voting Section;
observation of the print-out and dispatch of REV votes on the day following polling day;
information on complaints and allegations regarding the REV trial; and

the Post Activity Report on the Federal Election 2007 and Remote Electronic Voting
prepared by Headquarters Joint Operations Command in the Department of Defence.

2.4.1 Postal Survey of REV registrants

Those who had registered to cast a REV vote were sent a survey questionnaire, asked to fill it
in on a voluntary basis, and return it to the AEC by post. A copy of the survey instrument for
REV registrants is at Appendix 1.

A total of 2012 ADF personnel registered to cast a REV vote, of whom 1511 cast a vote using
REV. In the period up to the cut off on 29 January 2008, 372 survey instruments were filled in
and arrived at the National Office, AEC. The resulting number of participants in the survey is at
Table 2.1. This table also identifies the 95% confidence interval for estimates arising from
analysis of the survey. An example of how to interpret the confidence intervals is given below.

Suppose, based on the survey results, 50% of respondents in Iraqg are very satisfied with
the ease of use of the vote checking service. This means that if all 501 REV voters in
Iraq were surveyed, we could be 95% certain that the percentage of those who are very
satisfied will range somewhere between 38.3% and 61.7%, as the confidence interval is
50%+/-11.7%.

Table 2.1: Sample Size, Population, and confidence interval for resulting estimates for
Registrants and Voters by Location

Registrants Voters
Sample Sample
Location Size Population 95% Cl | Size Population 95% CI
Afghanistan 112 669 | +/-8.5% 107 599 +/-8.6%
Iraq 70 638 | +/-11.1% 62 501 | +/-11.7%
Solomon Is 45 107 | +/-11.2% 44 98| +/-11.0%
Timor-Leste 144 598 +/-7.1% 100 313 +/-8.1%
Total 372 2012 | +/-4.6% 313 1511 +/-4.9%
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2.4.2 Feedback from DRO and their staff

A focus group was conducted in Sydney on 18™ December with DROs and their staff with
responsibilities for Enfield, Parramatta, Chatswood and Wollongong. Teleconferences were
held with DROs and their staff from the following Divisions and on the following dates:

= Herbert, Solomon and Brisbane on 13" December 2007:
= Lyons on 18" December 2007; and
= Adelaide on 20" December 2007.

The issues raised with the DROs and their staff at the focus groups and teleconference are at
Appendix 1.
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CHAPTER 3: Effectiveness and Efficiency of the Trial

3.1 Take-up for the Use of Remote Electronic Voting (REV)

3.1.1 Registering to Vote

- Eligibility and process to register for REV

To be registered for REV, the following conditions needed to be met:
- aperson must be on the electoral roll;

- a REV application must be filled in and provided to the AEC which is then processed by
the DRO in the Division in which the person is enrolled; and

- the applicant must be a member of the Australian Defence Force (ADF), or a Defence
civilian, and at the time of the issue of writs, deployed overseas to an area of operation
gazetted by the Electoral Commissioner. The gazetted areas of operation were
Afghanistan, Iragq, Solomon Is and Timor-Leste, and for administrative purposes specified
by the areas serviced by six Armed Forces Post Office (AFPO) addresses.

The REV registration form was developed by the AEC in consultation with the Department of
Defence (Defence). The form did not appear on AEC web-site, but rather was distributed by
Defence to potentially eligible electors through the Defence Website (DefWeb), their Force
preparation training prior to overseas deployment, through their commanders in the field of
operation and by a member of the Electronic Voting Section when visiting both the Solomon
Islands and Timor-Leste.

REV registration also enrolled registrants for GPV — postal votes were sent to registrants as a
contingency.

REV applications were processed by the Divisional Returning Officer (DRO) of the Division in
which the elector was enrolled. DROs have responsibility for maintaining the electoral roll in
their Division. Registering an elector for REV was considered by the AEC as equivalent to
placing a special category on the elector, a legislative process that DRO must action.

If an application was received from a person who was not on the electoral roll, they were sent
an enrolment application.

If an application was received from a person who was enrolled in a different electorate, because
they gave a different address to their enrolled address on their application, the DRO was
required to:

- attempt to contact the elector to obtain an enrolment application for the claimed address;
otherwise

- the REV application was amended to reflect the current enrolled address and the REV
application was forwarded to the DO for which they are enrolled.

Once a person was accepted as a REV applicant, they were sent a PIN to allow them to log into
the REV system once the voting period commenced.

Regulation 62 required that a person could not register for REV if they were in Australia at the
issue of the writs. A listing of REV registrations on RMANS was extracted to seek information
from Dept of Defence as to whether these electors were still eligible for REV, that is, were
deployed overseas at one of the gazetted locations at the issue of the writs. Information was
sought from DROs on those applications that had not been processed for applicants whose
expected date of departure or date of return raised doubt as to their location. The information
from the DROs was added to an Excel spreadsheet and sent to the Electronic Voting Section
for collation prior to sending to Defence.
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Dept of Defence advised as to whether the REV registrants/applicants were deployed overseas
at the time of the issue of writs. Each DRO was advised of any changes that needed to be
made to RMANS and the status of applicants. Those who were deployed between the issue of
writs and the close of nominations were included in the register for GPV rather than being
granted REV status.

Based on the information provided by Dept of Defence, the DROs updated RMANS.

Applications for REV were accepted up to close of nominations, provided the applicant met the
conditions for registration — that is, they were not in Australia at the time of the issue of writs
and were in one of the four gazetted areas of operation.

- Take-up of registration for REV

A total of 2012 registrants were eligible for REV. This represents 80% of all ADF personnel
eligible to register. The breakdown by location is shown in Figure 3.1.

Figure 3.1: REV Registrants: Distribution by Location

Timor-Leste Afghanistan

30% 33%

Solomon
Islands
5%

Figure 3.2 shows the number of eligible ADF personnel who registered for REV as a
percentage of the ADF personnel deployed to eligible trial locations. The number of ADF
personnel deployed to eligible trial locations, is based on Defence’s advice overall, and on
Defence’s web-site publication of data for those deployed to Solomon Islands and to Timor-
Leste, as it is expected that all those at these locations were eligible to register for REV.

Figure 3.2: REV Registrants as a percentage of ADF personnel deployed
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See Table A2.1 Appendix 2, for data on which Figures 3.1 and 3.2 are based.

The variation in proportion of registrations across locations was not significant, suggesting that
communication was relatively effective across all locations.
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- Challenges in registering electors for REV for Divisional Offices

The AEC faced a number of challenges in registering eligible electors on RMANS and ensuring
that they remained current. These challenges arose because of the strict limits placed on the
locations for eligibility for REV by Defence, and also because Regulation 62 details required by
the AEC were not forthcoming from Defence in a timely way. These limitations on the AEC
arose from Defence’s security concerns, and some ADF personnel not being enrolled to vote for
the address they claimed on the REV registration form. Details are outlined below.

Security restrictions on REV registration details on RMANS. Most of the electoral roll
managed by the RMANS database is usually open to scrutiny by a range of people.
Defence was concerned with the security implications if information on individuals and
total numbers of ADF personnel deployed to particular operational areas at any one time
was opened to such scrutiny. Coupled with this the Commonwealth Electoral Act 1918
sub-subsection 90B(8a) prohibited any personal information pertaining to deployed
Defence or Australian Federal Police from being released if they were serving overseas.
Such concerns resulted in registration details in RMANS being subject to significant
security. This consequently limited the ability of DO staff to easily browse to identify
registration details as required, with amendments to registrations only able to be
executed through a detailed set of instructions.

The AEC also ensured that no REV details would appear on any lists of GPVs provided
on ELIAS (Elector Information Access System) which is provided regularly to all
Members of Parliament, or any other GPV lists or extracts that are produced during the
election or in Joint Roll Agreements with State electoral authorities..

Lack of AFPO specifics on original application form The original REV application form did
not initially steer applicants to identify their AFPO address as their postal address.
Applicants filling in the forms as part of their preparation for departure were, in some
circumstances, advised by Defence to fill this in as their home address. The AEC did not
realise until after it received initial applications that AFPO addresses were not always
being provided and would be needed if the PINs were to reach registrants. Defence
subsequently advised the AEC the AFPO numbers within the gazetted countries. This
required the form to be modified and reissued, to guide the applicant to complete an
AFPO number. Those applications already entered into RMANS were investigated and
details amended by DOs from information subsequently provided by Defence.

Trial Areas need to be identified by AFPO numbers. Initially, Defence did not advise that
the trial needed to be restricted to certain AFPO numbers servicing the four areas of
operation in the trial. Once Defence advised of the five AFPO numbers, DROs needed to
check the applications and seek further details if an AFPO number was not provided. If
an AFPO address was not one listed, the DRO needed to reject the application for REV.

Defence added an extra AFPO The Dept of Defence subsequently advised the AEC that
six, rather than the initial five, AFPO addresses were relevant. REV applications from
this new AFPO address that had been initially rejected by the DROs, needed to be
accepted and registered.

No information from Defence on potential eligible electors to allow AEC to check
eligibility. Defence was not able to provide the AEC with any listing of personnel
deployed to areas of operation for security reasons. When details relating to departure
and return, or correct AFPO addresses at which electors required checking, the AEC
needed to provide HQJOC with a listing of the personnel for clarification. The listing
came from downloads from RMANS for those applications already processed, or via
emails to the Electronic Voting Section from DOs. The delay in turn-around on these
requests suggested that it may not have been initially considered an important priority by
HQJOC. The AEC escalated their concerns with regard to the delay offering resources to
assist Defence in completing this task. HQJOC then provided two additional resources
and the turnaround became much quicker.
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- Not correctly enrolled to vote. DROs reported that a significant proportion of the REV
applications were from people who were either not enrolled or they were not enrolled for
the address claimed on their REV application.

One of the challenges reported by DROs was the impact on workloads at one of their busiest
times in the electoral cycle.

- Improving registration in the future

For any future implementation of REV, the following process is suggested as a means of
overcoming some of the challenges faced in the trial.

1. Eligibility for REV registration may be extended to other ADF and Defence civilian
personnel, noting that this depends on a decision of Government. It is recognised that
there may be locations, such as ships or submarines where DRN access is not viable
due to the bandwidth, but this should not be a basis for excluding registration as many
navy personnel went ashore to cast a prepoll vote in the 2007 federal election. Once
ashore access to REV may be available depending on where they have landed.

2. Registration should be actively encouraged as part of preparation for overseas
deployment. If the Government makes a decision early enough on the future of REV,
there would be limited need to seek applications for the REV registration from those
already deployed; all those eligible for REV registration could be offered registration prior
to deployment.

3. There should continue to be a single form that incorporates both REV and GPV
registration. A fresh enrolment application should be completed at the same time to
ensure that registrants are enrolled at their correct home address. It is noted that any
REV applications received after close of enrolment will need to rely on their enrolled
address at the time of the close of roll.

4. The expected overseas deployment period, based on the dates of departure and return
on registration form should be the basis for determining whether or not the elector is
eligible for voting using REV; that is, under the current Regulation 62, the person would
need to be overseas based on their REV registration dates at the issue of writs to be
eligible. As specific dates would be required for this process, the REV registration form
would need to be amended to guide applicants to fill in this part of the form more
specifically, rather than the current open format for such dates.

The AEC should investigate whether there is any feasible means to exclude those who
have returned to Australia earlier than the date advised on their application and prevent
them from casting an electronic vote should they attempt to electronically vote when in

Australia, if this is consistent with decisions of Government on eligibility.

3.1.2 Take-up of remote voting amongst registrations

A total of 1511 registered electors voted using REV. The breakdown by location is shown in
Figure 3.3.
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Figure 3.3: REV Voters: Distribution by Location
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Figure 3.4 shows the number of eligible ADF personnel who voted using REV as a percentage
of registered for REV. The percentage of registrants deployed to Afghanistan and the Solomon
Islands who ultimately used REV as a means of casting their vote was very high (90% and
92%) respectively. The percentage of registrants deployed to Irag who voted using REV was
higher than average at 79%. Only half of those registered in Timor-Leste cast their voted
electronically, using REV.

Figure 3.4: REV voters as a percentage of eligible REV registrants
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See Table A2.2 Appendix 2, for data on which Figures 3.3 and 3.4 are based.
- Factors that impacted on registrants voting in Timor-Leste

Survey responses were received from 43 registrants deployed to Timor-Leste who did not vote
electronically. The survey responses from registrants deployed to other locations who did not
vote electronically only numbered 5. Therefore, a comparison between locations to determine
the relative factors of poor take-up could not be undertaken. There were concerns raised
across locations on issues associated with speed of logging on and using the internet and, to a
lesser extent, levels of privacy in casting a vote; amongst Timor-Leste respondents there was
not significantly greater levels of dissatisfaction on these issues compared with other locations.

Based on the survey results, a break-down of reasons provided by those registrants deployed
to Timor-Leste who did not vote electronically is shown in Table 3.1.
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Table 3.1: Reasons for not voting electronically — Timor-Leste

Reason for not voting electronically No. of Respondents % of Respondents
ggg{g{:]ciga&loﬁ%sons prevented access to 22 5104
Chose not to vote electronically 9 21%
\(/QOLigue to vote too long when | had time to 3 79%
Problems logging on to the internet 3 7%
PINs didn't arrive in time to vote 2 5%
Returned to Australia 2 5%
Not Stated 2 5%
Total 43 100%

The major reason provided for not voting electronically was that operational requirements
prevented access to the DRN to allow voting. The secondary reason was a preference not to
vote electronically; this preference may have been to do with the lack of availability of terminals
to vote in private leading to a sense of frustration, as illustrated by the following comment made
by one respondent from Timor-Leste:

There were only two terminals for over 300 soldiers. This is ridiculous. | deserve complete
anonymity like every other Australian.

- PINS “Return to Sender”

Of the 2012 eligible registrants who were sent PINs, 39 (1.9%) were returned to the AEC
stamped “Return to Sender”. The reasons provided are given in Table 3.2.

Table 3.2: “Return to Sender” of Eligible Registrants’ PINS

Reasons Number
Left Address 12
Unknown 4
Insufficient 5
Address

o easen 2
Total 39

Fourteen survey respondents advised that their PINs did not arrive in sufficient time to allow
them to vote using REV, with a further 3 REV voters’ comments indicated that their PINs almost
arrived too late for them to exercise their right to vote. Lateness of PINs affected 4.6% of
survey respondents. If mail is late for PINs, it suggests that mail will definitely arrive too late for
the exercise of a postal vote, given the time required for the return of such votes to the AEC.

While the number of survey respondents who did not receive their PINs in time is relatively
small, as the survey itself was a postal survey there may be a bias in the survey to those
deployment areas with better postal services. As such the underlying issue may be more
significant than the survey suggests, and the trial may have been less effective than its potential
in providing overseas deployed ADF personnel with the opportunity to cast a vote.

Survey comments provided suggestions to address the timeliness of PIN receipt as follows.
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= Allow registrants to create their own PINSs.
= Send a copy of the PIN via email to the registrant.

In any future implementation, these options should be investigated. In addition, if it is decided
that mail out of PINs should be either the sole or supplementary means of distribution, more
precise address details may be required. In particular, feedback to the AEC in their visit to
Timor-Leste indicated that the inclusion of the camp name in the address may speed the
delivery of mail to electors from the AEC. Name and address details which include name,
personnel number, rank , camp name (as applicable), operation, as well as AFPO number may
also help speed delivery.

- ADF Feedback

Defence reported that a postal bag addressed to one of the AFPOs (Iraq) containing PINSs,
advice on unsuccessful REV registration (likely to be related to the elector not being deployed
at the issue of the writs) and GPVs was returned to the AEC from Iraq, marked “Return to
Sender”.

Defence reported that based on feedback from their Middle East Areas of Operation (Iraq and
Afghanistan) 28 per cent of REV registrants did not receive their PINs in time and so could not
vote. This percentage is difficult to reconcile if the commanders were referring to eligible REV
registrants, given that only 21% of eligible REV registrants from Iraq did not vote and 10% from
Afghanistan.

Defence also reported that one of its sites in Iraq could not access REV on the DRN, which may
also have impacted on REV voting by eligible REV registrants.

Based on feedback from their Timor-Leste operation, Defence reported that 21% of their
personnel did not receive a PIN or GPV. It is not clear as to whether or not these electors had
registered for GPV and/or for REV.

The ADF also indicated that they supported the distribution of PINs electronically.
3.1.3 Comparison with voting in the 2004 Election

In its submission to JSCEM following the 2004 Federal Election, the Department of Defence
identified that approximately 2,000 ADF personnel were deployed to operational areas. Based
on ABS figures published in Year Book Australia, 2005, of these ADF personnel, 1,361 (68%)
were deployed overseas at the time. There were 472 postal vote applications (or 35% of those
overseas). 219 postal votes were received and accepted from ADF personnel deployed
overseas, along with 92 pre-poll votes from those registered for postal voting; that is, of those
that registered for a postal vote, 66% voted. It is not known how, or whether, the remaining 889
overseas deployed personnel voted.

In the 2007 Federal Election, there were 3,469 ADF personnel deployed overseas, of which
2500 were eligible to register for REV. A breakdown of their method of casting a vote is shown
on Table 3.3.
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Table 3.3: Distribution of methods of casting a vote amongst ADF personnel deployed overseas.

% of Total of REV | % of Total Overall
Method Number eligible
Voted using REV 1511 60% 44%
REV registered but cast a 0 0
GPV vote 212 8% 6%
REV registered but cast 17 1% 0%
another type of vote
REV registered but did not 279 11% 8%
cast a vote
REV eligible, but not
registered and not known 488 20% 14%
whether a vote was cast
REV eligible sub-total 2500 100% 72%
Not REV eligible, and not
known whether a vote was 969 28%
cast
Total 3469 100%

The number known to cast a vote amongst the overseas deployed ADF personnel grew from
311 (or 23% of total) in 2004 Federal Election to 1740 (or 50% of total) in the 2007 Federal
Election. As such, from this perspective, the REV, the REV trial should be seen as an
outstanding success.

SUMMARY OF FINDINGS - Take-up for the Use of Remote Electronic Voting (REV)

= 2012 ADF personnel applied for REV registration and were eligible to vote using REV,
representing 80% of ADF personnel deployed to the trial areas. The variations in
registration across locations varied only marginally.

= The AEC faced a number of challenges in registering eligible electors and ensuring that they
remained eligible, impacting particularly on workloads in DOs at one of their busiest times.
These included the following:

o Due to security restrictions on REV registrations on RMANS, DO staff were unable to
easily browse to identify registration details that might need amending, only able to
execute amendments through a detailed set of instructions.

o The AEC did not realise until after it received initial REV applications that AFPO
addresses were not being provided and would be needed to reach registrants. This
required the form to be modified and reissued to guide the applicant. For applications
already received, they were investigated and the registration details amended in
RMANS.

o Initially Defence did not advise that the trial would be restricted to certain AFPO
addresses, and then only advised of five of the six AFPO addresses, requiring DOs to
initially reject some REV registrants and then to reaccept some of these at a later
date.

o Defence could not provide the AEC with a list of ADF personnel eligible for REV
registration, relying on the AEC to send them a list of potentially eligible REV
registrants on which Defence checked and provided feedback.
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o Many of the REV applicants were not enrolled for the address they claimed on their
REV application form.

75% of REV registrants cast a vote using REV. This varied considerably across locations
from 92% of registrants deployed to the Solomon Islands down to 52% of registrants in
Timor-Leste.

The main nominated reason for poor take-up of REV in Timor-Leste was “operational
reasons”, but lack of available terminals may have impacted on the take-up.

4.6% of survey respondents (twenty) commented on the time it took to receive their PINs,
preventing a number of them from voting using REV.

The number of deployed personnel known to cast a vote at this election is significantly
higher at 1740 (or 50% of total) when compared with those for the 2004 Federal Election
when only 311 (or 23% of total) were known to vote.

Recommendations:

In any future implementation of REV, the following considerations are recommended:

a)
b)

c)

d)

f)

registration should be encouraged as part of the preparation for overseas deployment;

a fresh enrolment application should be encouraged from those seeking REV registration at
the time of completing the REV/GPV registration form;

all those who are registered and are expected to be overseas at the time based on the dates
on their registration form, should be potentially eligible to cast a vote electronically — the
registration form should be amended to guide registrants to fill in specific dates to facilitate
this;

the AEC should investigate whether there is any feasible means to exclude those who have
returned to Australia earlier than the date on their REV application form, and prevent them
from casting an electronic vote should they attempt to do so when in Australia, if this is
consistent with Government’s decision on eligibility;

the method to most effectively distribute PINs to REV registrants in time to vote should be
investigated;

full overseas addresses should be included in the REV/GPV application form to speed malil
delivery.

3.2 Communication Strategy to Inform Users
3.2.1 AEC'’s actions to inform eligible ADF personnel of the trial

Defence took primary responsibility for developing and implementing the communication
strategy to inform eligible ADF personnel of the REV trial as it was Defence who had access to
the target audience. Approaches included:

= provision of information during force preparation training prior to deployment;
= warning order from Defence Headquarters in early August 2007,

= support order from the Chief of Joint Operations, Defence Headquarters in early October
2007;

= provision of information to Commanding Officers to provide to their troops in September
2007;

= Video conferencing with the Commanding Officers in the areas of operation, which
included participation of staff from the AEC’s Electronic Voting Section; and

= information posted on the Defence intranet.

Defence also issued a media release on 18 September 2007, which generated publicity through
newspapers and on-line articles.
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In addition to providing Defence with information to inform the content of its communication
approaches, the AEC undertook the following activities:

In late September/early October 2007, the Assistant Director of the Electronic Voting
Section visited Solomon Islands and Timor-Leste. At each of these locations, she was
escorted to each of the ADF camps in the area of operations and conducted information
sessions with the ADF personnel deployed there on the REV.

The AEC web-site included a range of information on REV, covering the background,
legislation, security and data integrity, the voting process, the way the system worked,
and trial locations, as well as information on voting options for ADF personnel not at the
trial locations. The web-site also included a copy of the executive summary of the audit
report on the security, accuracy and voting functionality of the REV software, and
associated processes such as printing of the ballot paper after the close of poll.

On 16 November, four days after REV voting began, the AEC and Defence issued a joint
media release on the trial. It is noted that such information was more likely to be directed
at informing the general public than REV registrants, given that eligible registrants may
not have had access to any subsequent media articles at the location to which they were
deployed.

3.2.2 Effectiveness of the Communications Strategy

The feedback survey sought information from REV registrants on the means by which they
found out about REV. There were 438 responses by registrants, with 51 (13.7%) respondents
nominating one or more means by which they found out about the REV trial. The results
shown at Figure 3.5, highlight the importance of preparation training and of direct
communication, either from commanding officers or through other colleagues, in communicating
about the trial. In particular, 119 respondents (or 31.5%) found out about the trial through their
preparation training, with 170 respondents (or 45.7%) finding out through direct communication
either from their commanding officer or another colleague.

28



Figure 3.5: Means by which REV registrants found out about the trial
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Figure 3.6 shows the relative importance of the different means of communication at different
locations. In particular, in Iraq there is clearly little communication through the DRN web-site,
as no respondents nominated this as a means through which they found out about the trial.
Further, preparation training did not have such a prominent role in informing those deployed to
the Solomon Islands as most of these personnel were deployed prior to the REV registration
form being included in the Prep Force training pack.

Figure 3.6: Means by which REV registrants found out about the trial — by location
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See Table A2.3 Appendix 2, for data on which Figures 3.5 and 3.6 are based.

In Solomon Islands and Timor-Leste, a total of 14 respondents (5% out of a total of 289
respondents) indicated that they had found out about the trial through the visit of the Electronic
Voting Section official. Eight out of these fourteen (or 3% overall) respondents nominated the
AEC as the sole means by which they found out about the trial.

It is recognised that in any future implementation of REV, it is likely to be impractical for the
AEC to visit overseas sites to brief ADF personnel. It is further recognised that if registration for
REV becomes a standard part of preparation training for overseas deployment, the need to
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communicate information about REV voting through other means will decrease in importance as
the percentage of deployed troops going through such preparations will increase.

Nonetheless, it is important for the AEC to communicate these findings to Defence, urging them
to be take the findings into account in any further implementation of REV.

SUMMARY OF FINDINGS - Communication Strategy to Inform Users

= Defence took primary responsibility for developing and implementing the communication
strategy. The AEC undertook supplementary activities including visits to Timor-Leste and the
Solomon Islands, provision of information on REV on the AEC web-site, joint media releases
with Defence, and participation in a video conference with commanding officers in the areas
of operation.

= The two main means by which REV registrants found out about the trial was mainly through
Force preparation training, secondly from information from commanding officers and thirdly
through word-of-mouth. It indicates the importance of providing commanding officers with
sufficient information to pass on to the personnel under their command.

Recommendations:
In any future implementation of REV, the following considerations are recommended:

g) the AEC should provide Defence with feedback on the key means by which REV registrants
found out about the trial, urging them to take it into account in future implementations of
REV.

3.3 Use of Postal Voting by Registrants

Of the 372 survey respondents, 53 nominated that they cast their vote by another means, and a
further one said that they were unable to cast their vote. The breakdown is shown on Table 3.4.
The table also indicates the breakdown overall of the means that REV registrants used who did
not cast their vote using REV.

Table 3.4: Options for voting exercised by registrants not using REV

Survey respondents REV registrants
Means of Casting Vote Number Percentage | Number Percentage
Postal Vote 47 87% 212 42%
Polling booth (returned to 9%

: 5

Australia)
Embassy staff visited Forward 17 3%
Operations Base in Timor- 1 2%
Leste for voting
Was unable/chose not to vote 1 2% 272 54%
Total 54 100% 501 100%

It is noted that amongst the survey respondents who did not use REV, most used postal voting
as an alternative to REV. In addition across all REV registrants, postal voting was still a
relatively popular means of voting, but not nearly as popular as REV voting, indicating that
postal voting is still an important back-up for REV voters, and so should remain a feature in any
future implementation for Defence. However, for every one REV registrant who voted using
postal votes, over seven registrants voted using REV.

SUMMARY OF FINDINGS - Use of Postal Voting by Registrants

= Casting a postal vote was still a popular means of casting a vote even for those who were
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REV registered and could not, or chose not to, cast a REV vote. However, for every seven
REV votes cast, one postal vote was cast.

Recommendations:
In any future implementation of REV, the following considerations are recommended:

h) the AEC should maintain GPV registration for REV ADF registrants, allowing REV
registrants an alternative means of casting a vote if unable to cast a vote electronically.

3.4 User Acceptance of REV
3.4.1 Level of satisfaction with level of service REV provided.

The measure of satisfaction with the level of service that REV provided gives an overall
measure of satisfaction with REV. Overall, 86% of respondents were (very) satisfied with the
level of service REV provided. The following is an example from a voter deployed to
Afghanistan of the views of those who were (very) satisfied with REV:

Great service, 100 times better than postal voting and easier.

Figure 3.7 provides the distribution of satisfaction across each of the four trial locations as well
as across all trial sites.  Even with the relatively wide confidence intervals of this survey, those
in Iraq had significantly lower levels of satisfaction (78% (very) satisfied)) when compared with
those in Afghanistan (93% (very) satisfied)) with Solomon Islands and Timor-Leste having a
satisfaction profile close to the that of the total (89% and 85% respectively (very) satisfied)).

Figure 3.7: Distribution of satisfaction with levels of service that REV provided by location
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See Table A2.4 Appendix 2, for data on which Figures 3.7 is based.

It is not clear as to why there was less satisfaction with the level of service REV provided
amongst those who were deployed to Iraq. Iraq respondents did not have any significant
variations from average on any of the aspects of using REV. However, most comments from
REV voters from Iraq related to a lack of information about candidates and parties. There was
a suggestion that the level of knowledge regarding REV was not at a high level as identified
through the following comment, which could have impacted on this result.

Very good (level of service), although the soldiers at Forward Operations Base were not
aware they had the facility when | arrived to vote. It was all sorted out by Headquarters.

Not surprisingly, there is a greater level of satisfaction expressed by those who are willing to
use REV again at the next election, as shown in Figure 3.8. Of those that said that they would
use REV again, 90% were (very) satisfied with the level of service. Amongst those who said
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that they would not use REV again, only 15% were (very) satisfied with the level of service. It
should be noted that only 16 (or 3.6%) of the survey respondents indicated that they would not
use REV again, so the distribution is affected by a very small number of respondents. The
reason nominated by four of these 16 respondents who would not use REV again but were
(very) satisfied with the level of service, was that they expected to be back in Australia by the
time of the next election and that they only saw REV as a reasonable option when deployed
overseas, but not for wider use.

Figure 3.8: Distribution of satisfaction with levels of service that REV provided by whether or not
REYV respondent would use REV again
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See Table A2.5 Appendix 2, for data on which Figures 3.8 is based.

Factors identified for survey respondents who were “Dissatisfied” or “Very Dissatisfied”
with the level of service that REV provided

Out of the 316 survey respondents who responded to the question on satisfaction with level the
level of service REV provided 11 (3.5%) indicated that they were dissatisfied or very
dissatisfied. While this is a very small proportion of respondents expressing dissatisfaction, it is
worthwhile exploring some of the reasons that may have resulted in this dissatisfaction.

From the comments in the survey and the results of the other responses within the survey form,
the following factors were identified by those expressing dissatisfaction with the level of service
provided by REV, in order of frequency:

= lack of privacy in casting their vote and secrecy of their vote overall (six voters (or 55% of
those dissatisfied));

= slow speed of logging on and casting of vote (four voters (or 36% of those dissatisfied));

= lack of knowledge of about the candidates and party preferences (three voters (or 27% of
those dissatisfied));

= Jlack of clarity in on-screen instructions (two voters (or 18% of those dissatisfied)); and
= lack of access to the machines (two voters (or 18% of those dissatisfied)).
3.4.2 Aspects of voting using REV

The aspect of electronic voting with which respondents’ views most highly correlated with levels
of satisfaction was the ease of using vote checking service’. The next most highly correlated
aspect was that of clarity of on-screen instructions. This suggests that, in answering the
question on satisfaction with the level of service REV provided, respondents clearly

" There is a statistical correlation of 0.69 between satisfaction with level of service REV provided and ease of using vote checking service.
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distinguished between those aspects of which the AEC had control, as opposed to other
aspects (eg speed and privacy).

A comparison of the distribution of views across the different aspects of voting using REV is at
Figure 3.9. It shows that the voters rated the opportunity to REV vote most highly, with 91% of
respondents rating this as (very) good, and 70% of respondents considering the opportunity to
be very good. This compares with the views on the speed of logging on and cast a vote; only
62% of respondents rated the speed as (very) good, with 36% of respondents rating it as very
good.

Figure 3.9 Distribution of views on aspects of voting using REV
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Note: The legend for satisfaction with service relates to levels of satisfaction rather than ratings of very good etc.

More detailed assessment of views on aspects of REV voting are in the following sub-
subsections.

- Views on the opportunity to vote electronically

Across all respondents, 91% considered the opportunity to vote electronically as (very) good,
with 70% considering the opportunity to be very good.

Figure 3.10 shows the distribution of ratings by respondents of the opportunity to vote
electronically by location.

Figure 3.10: Distribution of rating of “Opportunity to vote electronically’ by location
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See Table A2.6 Appendix 2, for data on which Figures 3.10 is based.

The percentage of those who rated the opportunity to vote electronically as (very) good varies
marginally across locations, from 87% for those deployed in Iraq to 94% to those deployed in
the Solomon Islands. The main difference between the locations was a relatively high
percentage (11% of respondents from Iraq (or 7 in total)) rating the opportunity as “neutral”;
there were no indications in the survey as to why the respondents in Irag gave this response.
Of the seven respondents those who rated the opportunity as (very) poor, two did not vote
electronically, and of the remaining one commented on the lack of access to terminals, and

another on the slowness of the system.

- Views on the clarity of the instruction pamphlet
Across all respondents, 86% considered the clarity of the instruction pamphlet that came with
the PIN as (very) good, with 50% considering the clarity to be very good. One respondent
stated that the clarity was very good, also commented:
Initially the information was a little daunting, but it worked well once the web-site was
opened.
Figure 3.11 shows the distribution of ratings by respondents of the clarity of the instruction
pamphlet by location.
Figure 3.11: Distribution of rating of “clarity of the instruction pamphlet that came with the PIN”
by location
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See Table A2.7 Appendix 2, for data on which Figures 3.11 is based.

The percentage of those who rated the clarity of the pamphlet as (very) good varies across
locations, from 82% for those deployed in Afghanistan and Iraq to 93% to those deployed in
Timor-Leste. The main difference between the locations was a relatively high percentage (14%
and 16% of respondents respectively) of those deployed to Afghanistan and Iraq rating the
clarity as “neutral”; there were no indications in the survey as to why the respondents deployed
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to these locations gave this response. Of the seven respondents those who rated the
opportunity as (very) poor, one did not vote, and another claimed not to have received the
pamphlet. A further respondent who did not address this question also claimed not to have
received the pamphlet.

- Views on the clarity of on-screen instructions

Across all respondents, 89% considered the clarity of on-screen instructions as (very) good,
with 49% considering the clarity to be very good.

Figure 3.12 shows the distribution of ratings by respondents of the clarity of on-screen
instructions by location. The percentage of those who rated the clarity of on-screen instructions
as (very) good varies marginally across locations, from 87% for those deployed to Afghanistan
to 92% to those deployed to the Solomon Islands and to Timor-Leste. The main difference
between the locations was a relatively high percentage (10% of Afghanistan respondents (or 11
in total)) rating the clarity as “neutral”; there were no indications in the survey as to why the
respondents in Iraq gave this response. Of the ten respondents those who rated the clarity of
the on-screen instructions as (very) poor, one commented that the party acronyms caused
confusion. Another voter also nominated clarity would be improved if party abbreviations were
written in full.

Figure 3.12: Distribution of rating of “Clarity of on-screen instructions” by location
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See Table A2.8 Appendix 2, for data on which Figures 3.12 is based.

Other comments made in the survey relating to the clarity of on-screen instructions related to:
= clarity of the fonts,
= ambiguity of a couple of instructions; and
= the value of a “cheat sheet” or someone to help.

The AEC Electronic Voting Section reported that in the visit to the Solomon Islands the REV
system had been tested by forty ADF personnel in the field with acceptable results.

One means of assessing the clarity of on-screen instructions is by comparing the level of
informality of resulting votes cast using REV and overall. It is noted that, as there is no penalty
for those deployed overseas who do not vote, it is less likely that there would be REV votes
deliberately made informal.

A comparison of informal votes is at Table 3.4. The results show that in line with expectations,
there is proportionately less informality across votes cast using REV than overall. This
suggests that there was sufficient clarity in on-screen instructions to cast a valid vote.

Table 3.4: Proportion of informal votes, HoR and Senate, REV and 2007 Federal Election overall
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Informal votes | Votes cast using REV | 2007 Federal Election votes

HoR votes 3.4% 4.0%

Senate votes 1.3% 2.6%

To further assist in the clarity of on-screen instructions, it is suggested that the AEC develop a
DVD on voting using REV for distribution to the bases and camps of overseas deployed ADF
personnel. In addition, the provision of election material by candidates and registered in a
format that takes account of REV voting to parties may also assist; this is further discussed at
sub-section 3.5.

- Views on the ability to cast a vote in private

Across all respondents, 84% considered their ability to cast a vote in private as (very) good,
with 55% considering privacy to be very good.

Figure 3.13 shows the distribution of ratings by respondents of the ability to cast a vote in
private location. The percentage of those who rated voting privacy as (very) good varies across
locations, from 80% for those deployed to Afghanistan to 89% to those deployed to the
Solomon Islands. There was also variation between the proportion of those who rated their
privacy in casting a vote as (very) poor from under 2% amongst respondents deployed to Iraq
(one person) to over 7% amongst those deployed to Afghanistan (eight persons).

Figure 3.13: Distribution of rating of “Ability to cast a vote in private” by location
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See Table A2.9 Appendix 2, for data on which Figures 3.13 is based.

There were 16 respondents who rated the privacy that they had in casting their vote as (very)
poor, of these, 14 were deployed to Afghanistan or Timor-Leste. The following comments
provide clear insights to the reason behind these views:

Afghanistan: Office computer (was) in a public office with many people around.
Timor-Leste: Two terminals were in the same room with numerous people observing.

It is recognised that meeting ADF personnel’s right to vote in secret can be challenging for
commanders in operational areas. Nonetheless, this right is a very important one which needs
to be taken into account in the set-up of the environment for voting. The location of the DRN
terminals in offices and open spaces indicates that more attention should be given to providing
privacy in voting. The lack of privacy experienced suggests that the need to facilitate privacy in
casting a vote should be reinforced with base of camp commanders.

- Views on the speed that voters were able to log on and cast their vote
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Across all respondents, 62% considered the speed with which they were able to log on and cast
their vote (very) good, with 36% considering the speed to be very good. However, 25% of
respondents indicated that they experienced difficulties with the speed of logging on and casting
their vote. Problems with the speed of the computer link were experienced in every location.
The following comments reflect a sense of frustration that these respondents had with the
length of time required:

Afghanistan: Took me one hour. Unacceptable!!

Iraq: The system was slow. Several attempts (to log on) over three days.
Solomon Islands: Website took minutes per page (fo download).
Timor-Leste: Slow connection. Took about 15 minutes.

Figure 3.14 shows the distribution of ratings by respondents of the speed of logging on and
casting their vote. The percentage of those who rated the speed as (very) good varies
considerably across locations, from 50% for those deployed to the Solomon Islands to 72% for
those deployed to Irag. There is similar variance on the proportion of respondents who rated
the speed as (very) poor, with 39% of those deployed to the Solomon Islands having these
views, but only 21% of those deployed to Iraqg.

Figure 3.14: Distribution of rating of “speed of logging on and casting a vote” by location
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See Table A2.10 Appendix 2, for data on which Figures 3.14 is based.

Statistics collected by the IT project manager for the REV system, confirms issues with logging
on and casting a vote. In particular:

of the 1511 voters who used REV, 191 (13%) required more than one attempt. Sixty-
two electors (4%) could not log in the same session, and it is unknown as to whether
these electors were successful in logging on subsequently; and

= once logged on, the average time to cast a vote was 8.6 minutes. This goes down
significantly (9%) to 7.8 minutes when 5% of the sessions with most significant session
times excluded.

The design of the system required that the voter using the client computer view the voting
session on a Citrix host located in Canberra. This meant that there may have been some delay
depending on connection speed for each page to “paint” on the screen of the voter's computer
before they could proceed. Further comment indicated that the DRN at times has limited
bandwidth, impacting on the speed with which information can be transferred. While these
impacts seem by no means to be uniform, it does suggest that, from time-to-time the DRN is not
always suitable for REV.
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Nonetheless, given the relatively low average time to cast a vote using REV, and the rate of
REV votes cast, the DRN overall worked successfully. It was noted that the Defence Post-
Activity Report stated:

The trial did not experience any significant technical difficulties operating on the deployed
Defence Restricted Network (DRN) with the exception of the site at Taji, Iraq which could
not access the REV.

Some of the negative feedback from respondents may in part be due to unrealistic expectations
about the speed that they could expect from the DRN in the field, and as such, managing
expectations may need to be considered in any future implementation.

- Vote checking service

The REV system allowed voters to check in order to verify that their vote had been lodged. In
total, 244 REV voters checked their votes. This represents 16% of total REV voters.

A greater proportion of survey respondents checked their votes using their receipts, 35% (as
shown at Table 3.5), providing an indication that the survey is not fully representative of REV
voters, but rather provides indicative results. Table 3.5 also identifies that the Solomon Islands
had significantly fewer voters who used the vote checking service (20%). This may be because
those deployed to the Solomon Islands reported the greatest difficulties with the speed of the
DRN (see Figure 3.13 and Table A2.10, Appendix 2).

Table 3.5: Survey respondents who used REV and checked votes by location

_ Voters Voters V\_lho checked % of voter§ who
Location their votes checked their votes
Afghanistan 107 38 36%
Irag 62 21 34%
Solomon Is 44 10 23%
Timor-Leste 100 40 40%
Total 313 109 35%

Most of those who used the vote checking service, checked using their receipts prior to the
close of polls (81%). Only 6% of REV voters checked their votes after the poll had closed,
providing an indication that there is limited value in extending the period of vote checking after
polls had closed.

Figure 3.15 outlines the views of those that checked their vote in terms of ease of use of the
system and the value of the system as indicated in the survey.
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Figure 3.15: Views on ease and value of checking
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Most of those who used the vote checking service indicated that they found it easy to use, with
85% rating the ease of checking as (very) good. There was one person who rated the “ease of
use” as very poor, indicating that they did not receive a password with which to check their vote.
The reason for this is unknown as the system design does not record a vote unless a receipt is
issued.

76% of users considered the value of the vote checking service as (very) good. As one voter
who thought it was very good commented:

(The vote checking service) cannot be underestimated as a critical aspect.

There were only two voters who thought that the value was poor. One of these voters was the
same person who did not get a password, but another was clearly sceptical that the REV had
provided them with a secure means of voting, as reflected in the following comment:

If the system was flawed, the check would be too.
Overall, there is sufficient positive feedback to indicate that any future continuation of REV
should include this service.
SUMMARY OF FINDINGS - User Acceptance of REV
Overall satisfaction with the level of service REV provided

= There was a high level of user satisfaction with the level of service that REV provided,
with 86% of survey respondents being satisfied or very satisfied with the level of service,
and with 79% of respondents being very satisfied.

= The levels of satisfaction in Iraq were significant lower than at the other locations, with only
78% of respondents being satisfied or very satisfied with the level of service provided,
possibly because of lack of access to information about candidates and parties.

= Only 3.6% of respondents indicated that were not willing to use REV again, and a quarter of
these said that was because they would be back in Australia at the next election.

= Lack of privacy in casting their vote, speed of logging on and casting their vote, and lack of
knowledge of the candidates and party preferences were the main reasons nominated by
the 11 respondents (out of 316) who were dissatisfied or very dissatisfied with the level of
service REV provided.

Opportunity to vote electronically

* 91% of respondents considered the opportunity to vote electronically as (very) good, with
70% considering the opportunity to be very good. There was only marginal variation on this
aspect across locations.

Clarity of the instruction pamphlet
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86% of respondents considered the clarity of the instruction pamphlet as (very) good, with
50% considering the clarity to be very good. There was slightly lower ratings of these
aspects in Irag and Afghanistan, because of a greater proportion of those were neutral in
their ratings, but no indications of why this may be the case.

Clarity of on-screen instructions

89% of respondents considered the clarity of the instruction pamphlet as (very) good, with
46% considering the clarity to be very good. There was only marginal variation on this
aspect across locations.

The relatively high level of rating of the clarity of on-screen instructions, may have been
responsible for the lower than average level of invalid REV votes cast — 3.4% compared
4.0% overall for HoR ballot papers, and 1.3% compared with 2.6% overall for Senate ballot
papers.

Ability to cast a vote in private

84% of respondents considered their ability to cast a vote in private as (very) good, with
55% considering privacy.

Most of those who rated privacy as (very) poor were deployed in Afghanistan and in Timor-
Leste, with this view formed because the terminals were reported to be located in busy
offices or open spaces.

Speed that voters were able to log on and cast their vote

62% of respondents considered the speed with which they were able to log on and cast their
vote as (very) good, with 36% considering the clarity to be very good. There was a relatively
high proportion of those rating the speed as (very) poor in the Solomon Islands and
Afghanistan.

The speed of the DRN was overall very good, with an average of 8.6 minutes taken to vote,
once the voter had logged on but, as there were reported variation in the speed, voter
expectations may not have been met uniformly.

Vote checking service

Only 16% of voters checked their votes. 85% of these rated its ease of use as (very) good,
and 76% of these rated its value as (very) good.

The ability to check votes was clearly very valued by those who had rated it as (very) good.

Recommendations:

In any future implementation of REV, the following considerations are recommended:

1)

j)

K)

Defence specifically reinforce with base and camp commanders the need to facilitate privacy
in casting a vote;

Provide advice to REV registrants that the DRN may vary in terms of the speed with which
they can cast their vote; and

the AEC maintain the vote checking facility as a feature of REV.

3.5 Exercise of Discretion by REV voters

One means of measuring the level of discretion able to be exercised by voters to ensure that
their vote fully reflects their intentions, is by whether or not they have been able to vote “below
the line” (BTL) on the Senate ballot paper — the assumption behind this measure is that as the
difficulty of using REV increases (for example, through slowness of the connection or through
pressure to “speed up” their vote due to a queue for use of the computer), fewer voters are
likely to exercise their right to vote BTL. Table 3.6 compares the percentage of total Senate
votes cast BTL in the 2007 Federal Election overall with those cast using REV.
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It was not possible to directly identify the number of BTL votes cast from each location — such
results would require linking the printed ballot papers to individual names and addresses which
the REV software is unable to do following decryption to ensure that the Commonwealth
Electoral Act 1918 sub-subsection 202AK(2) is met. However, there were statistics on ATL/BTL
votes cast by REV for each Division, and the overseas location of voters from each Division
was known. By weighting the number of voters from each Division by country, by the portion in
that Division who voted BTL, an estimate was determined of BTL Senate votes for each
Division — these were then added to determine the State total.

Table 3.6: Estimate of proportion of BTL REV votes by location, with comparison to the overall
2007 Federal Election results.

2007

Solomon Timor- Federal
% BTL Afghanistan Iraq Is Leste Total Election
NSW 1.1% 2.1% 1.2% 3.3% 1.5% 1.8%
VIC 0.0% 0.7% 1.4% 0.0% 0.9% 2.1%
QLD 2.7% 2.5% 33.3% 2.4% 2.6% 2.7%
WA 0.0% 0.0% n/a 0.0% 0.0% 2.7%
SA 0.0% 0.0% 0.0% 0.0% 0.0% 6.8%
TAS 5.7% 8.6% 6.2% 9.6% 6.9% 15.8%
ACT 10.1% 10.6% n/a 10.3% 10.3% 17.2%
NT 14.1% 14.3% 14.4% 14.4% 14.3% 7.9%
TOTAL 3.0% 9.1% 2.4% 3.9% 5.2% 3.2%

See Table A2.11 Appendix 2, for data on which Table 3.6 and Figure 3.16 (below) are based.

Broadly, Table 3.6 and its graphical representation, Figure 3.16 (below) show that the proportion
of BTL votes is consistent with the voting patterns of the electorate overall. In particular, those in
the states with significantly greater number of Senate candidates, for example, New South Wales
and Victoria, had proportionately fewer BTL voters compared with average — this is similar to the
proportions across the wider electorate. There are, however, a few anomalies. For example,
there is a very high proportion of BTL votes from voters deployed to the Solomon Islands who
were enrolled in a Queensland Division — this is a statistical anomaly as it represents the voting
pattern of one voter. In addition, there were no voters deployed to the Solomon Islands who were
enrolled in the ACT.
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Figure 3.16: Proportion of BTL REV votes by location, with comparison to the overall 2007 Federal
Election results.
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Overall, the proportion who voted BTL (5.2%) is greater than the proportion of the total electorate
who voted BTL in the 2007 Federal Election (3.2%). However, an interesting pattern emerges
when the location to which the voters are deployed is taken into account. The proportion of REV
voters who voted BTL decreases with the proportion of survey respondents who rated the speed
of logging on and casting a vote as (very) good. In particular, 9% of voters deployed to Iraq voted
BTL, having 72% of survey respondents rating the speed as (very) good. This compares with only
2.4% of voters deployed to Solomon Islands voting BTL, having 50% of survey respondents rating
the speed as (very) good. This strongly suggests that the ability to exercise discretion in voting
through voting BTL, was affected by the speed of logging on and casting a vote. As one survey
respondent put it:

| tried to do Senate “below the line” voting twice but got timed out. Annoying!

These results provide a strong indication that REV voting does not impact on the discretion of
voters to cast a BTL vote, provided that the speed of accessing the REV system is within
acceptable limits.

There were 15 survey respondents who wanted more information on how preferences would be
distributed, who the parties were and what their policies were, who the local candidates were
and/or how-to-vote information. This has an impact on the extent to which the voter can be fully
assured of their intentions are fully reflected by their vote. A third of these respondents were
from Iraq.

This suggests that political parties and independent candidates need to be advised to consider the
means to distribute “how-to-vote” material, election policies, and local candidate profiles to
overseas deployed ADF personnel.

An issue raised by some of the respondents in this group, was that of not understanding the party
abbreviations on the screen. It is noted however that the ballot paper on the screen reflects the
paper ballot paper, a legislative requirement of sub-subsection 202AH (3), Commonwealth
Electoral Act 1918. There may be value in the AEC drawing the REV registrants’ attention to

42



information such as GVT and the nomination information provided on candidates available
through the AEC web-site.
SUMMARY OF FINDINGS - Exercise of Discretion by REV voters

=  While 3.2% of voters voted below-the-line (BTL) on the Senate ballot paper in the 2007
Federal Election, 5.2% of REV voters voted BTL in the 2007 Federal Election.

= BTL voting varies across locations with the rating of the speed of logging on casting a vote —
that is, in locations with more respondents reporting poor DRN speeds, the rate of BTL
voting is lower.

= A few respondents indicated that they wanted access to how-to-vote and candidate
information.

= A few respondents indicated that they wanted information on party abbreviations on the
ballot paper and how their preferences would be distributed.

Recommendations:
In any future implementation of REV, the following considerations are recommended:

[) provide candidates and registered parties with feedback from the REV trial on voters’
seeking information on local candidates and how-to-vote;

m) the AEC draw REV registrants’ attention to its web-site information on GVT and nomination
information on candidates.

3.6 Cost of the Trial

The AEC Electronic Voting Section has identified the costs of the REV voting trial for ADF
personnel deployed overseas as $0.787m. The details of the cost breakdown are at Table 3.7.

Table 3.7:Cost components of the trial of REV for ADF personnel deployed overseas

Cost component Cost ($°000)

AEC Costs
Salary 245.4
Operating Expenses 375.8
Capital — total 165.8

Special ltems — included above

Contractor costs 479.2
Audit 59.8
TOTAL 786.9

The cost per REV vote cast was $521. This compares with a cost per vote cast overall of $9.49
based on the 2004 Federal Election costs and votes. In any trial, unit costs are likely to be
significantly higher, but are expected to be lower in any future implementation.

Any forecast for future implementation of REV voting based on this cost per vote could be
misleading for the following reasons:

» the number of ADF personnel and Defence civilians deployed overseas at any one time
can vary substantially. For example, the number of ADF personnel deployed in
operations overseas at the time of 2007 Federal Election is 2.5 times the number at
deployed overseas at the 2004 Federal Election;

» the Government’s decision on the criteria for eligibility in future implementations may also
impact significantly on numbers;

» the effort and cost involved in developing tender specifications for the software solution
are likely to be somewhat less in a future implementation, as these specifications can
build on those for the trial;
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= the effort in evaluating tender proposals for a REV solution is expected to be significantly
higher given that it is likely to be an open tender. The costs associated with evaluating
these proposals could, however, be amortised across multiple elections if REV was
ongoing; and

= the cost of the solutions offered through the tender, may differ substantially, depending
on AEC management decisions regarding ownership and maintenance of the software
over subsequent Federal Elections.

It is therefore not possible to forecast the cost of future implementation with any degree of
accuracy until the Government decides on the future implementation of remote electronic
voting.

SUMMARY OF FINDINGS - Cost of the Trial

* The cost per REV vote cast was $521. Forecasting of any future implementation of remote
electronic voting is contingent on Government’s decisions in this regard including the scope,
but is likely to cost less per vote to implement, provided the number of electors eligible to
vote using REV does not decrease.

3.7 Conclusion of “Effectiveness and Efficiency of the Trial”

The trial demonstrated that remote electronic voting for personnel deployed in Defence
operations overseas could provide a convenient, reliable and secure method of voting in a
Federal Election. 511 votes were cast using REV.

The number of deployed personnel known to cast a vote at the 2007 Federal election was
significantly higher at 1740 when compared with the 2004 Federal election. REV voting played
a very important role in achieving this result.

The registration process was resource intensive for Divisional Offices, mainly due to incomplete
information initially provided to the AEC by Defence, and a high number of REV applicants
being enrolled at addresses other than those claimed for on their REV application form.
Lessons learnt from the trial on these issues should allow more streamlined administrative
processes in any future implementation of REV voting.

The timeliness of receiving mail for some of the Defence personnel overseas, a key driver for
the trial, remains an issue, albeit more limited, for the mail out of PINs to access remote voting.

Most of those who registered for REV found out about the trial either through Force preparation
training, or through information from their commanding officers or through word-of-mouth.

Three-quarters of those who registered cast their vote using REV, but the proportion varied

markedly between locations — many of those deployed to Timor-Leste were unable to cast a
vote using REV because of “operational reasons”. Postal voting is used as an alternative to

casting a REV vote, but the proportion using this option is comparatively small.

Amongst the REV voters, there was a high level of satisfaction with the level of service that
REV voting provided. The main issues raised with REV voting concerned the lack of privacy in
casting a vote (16 survey respondents), particularly for those deployed to Timor-Leste and
Afghanistan, and the speed that voters were able to log on and cast their vote — an issue of
particular concern in the Solomon Islands and Afghanistan. Both of these issues were raised
by a small minority of voters in these locations. Despite the concerns about speed from
respondents, the average time to cast a vote was 8.6 minutes after logging on.

Those who used REV to vote were able to vote in a way that reflected their intentions, as
evidenced by the relatively high number of BTL voters. However, the proportion of BTL voters
was lower from those locations with reported poorer DRN speeds. Information on local
candidates, how-to-vote from registered parties and independent candidates, and on GVTs
would have further assisted REV voters in casting votes that fully reflected their intentions.
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The unit cost per vote in the trial was relatively high. Costs for a future implementation are
difficult to forecast as they are contingent on the Government’s decision on this issue.

However, unit costs are expected to decrease, provided the number of electors eligible to vote
using REV does not decrease.
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CHAPTER 4: Compliance with Legislation

4.1 Compliance with Legislation

The specific legislative and regulatory provisions relating to the trial of REV for ADF personnel
deployed overseas were assessed against how REV trial software, hardware, procedures and
instructions addressed these provisions. The relevant sections of the Commonwealth Electoral
Act 1918 that were examined include those from section 202AG to 202AM. Regulations 58 to
72, issued under Electoral and Referendum Regulations 1940, were also examined. The
detailed findings are at Appendix 3, Table A3.1.

There was one Regulation that, based on feedback, was found not to be fully complied with.
There is a second, that although may have been strictly complied with, led to a higher risk that
electors in Australia on polling day could still have cast a REV vote.

Regulation 64 specifies that unless an elector seeks assistance from another person, they
must use the REV machine to cast their vote in private. In the survey of users, a number of
respondents deployed to Afghanistan and to Timor-Leste raised concerns about the location
of DRN terminals in places which allowed the screen to be viewed by a number of other
people.

It is noted that this is not a direct responsibility of the AEC, but rather should be a
responsibility of the commanding officer at each location. The AEC in visiting camps and
bases in Timor-Leste and in the Solomon Islands discussed the need to set up DRN
terminals in private areas. This issue has been discussed previously at sub-subsection
3.4.2 — Views on the ability to cast a vote in private. Recommendation (i) suggests providing
specific advice to commanding officers on facilitating privacy to assist in addressing this
issue in any future implementation of REV voting.

Under Regulation 62, the DRO must remove the elector from the REV register if the DRO
becomes aware that the elector is in Australia at the time of the issue of the writs, or has
returned to Australia permanently. The AEC sought an update of the locations of REV
registrations from Defence at the time of the issue of the writs, for all of those REV
registrants whose departure and/or return dates was close to the time of the issue of the
writs. This information was forwarded from the Electronic Voting Section to the DROs for
updating — as such the Regulation was fully complied with.

Nonetheless, based on the number of survey respondents who were back in Australia prior
to polling day, it is estimated that there were approximately 45 REV registrants overall who
could have been in Australia on polling day — there was a risk that these REV registrants
may have voted on the DRN in Australia, but there is no evidence that this occurred.
Recommendation (d) suggests that the AEC investigate ways to exclude those who return to
Australia earlier than that specified on their REV registration, from casting a REV vote when
in Australia if these registrants aren't eligible to REV vote in any future implementation.

This recommendation will assist compliance with the eligibility to cast a REV vote throughout
the election period.

SUMMARY OF FINDINGS — Compliance with Legislation

Most of the sections and regulations relating to REV for ADF personnel deployed overseas
were fully complied with.

Based on the survey of REV respondents, in Afghanistan and Timor-Leste, not all REV
voters considered that they had privacy in casting their vote. Commanding officers were
reminded of their obligations to ensure privacy in voting. Ensuring that DRN terminals were
placed in a way that promoted privacy, was not in the direct control of the AEC. If REV
voting was extended in the future, the need to facilitate privacy should be reinforced with
commanders (see Recommendation (i)).
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It is estimated that approximately 45 REV registered ADF personnel may have returned to
Australia prior to polling day — there was a risk that these REV registrants may have voted
on the DRN in Australia, but there is no evidence that this occurred. A previous
recommendation (Recommendation (d)) suggesting that the AEC investigate ways to
exclude those who return to Australia earlier than that specified on their REV registration,
from casting a REV vote when in Australia (if not eligible to do so in a future
implementation), could minimise this risk in any future implementation of REV.

Recommendations:

In any future implementation of REV, the following considerations are recommended:

n)

0)

P)
Q)

include a copy of voter lists with GPV certificates in each bag of REV votes dispatched from
National Office to DROs, with second or subsequent copies clearly marked “duplicate” or
“copy only”;

emphasise to REV voters that casting a vote using the REV excludes them from casting a
vote any other way, and so they should discard any GPV that arrives;

use watermarked or other security paper for printing record of votes; and
use different colour paper for HOR and Senate printed votes.

4.2 Conclusion of “Compliance with Legislation”

The trial largely complied with relevant legislative sections and regulations relating to REV but,
based on feedback from REV registrants in Afghanistan and Timor-Leste, the placement of
DRN terminals did not provide sufficient privacy for a small number of survey respondents.
Specific reminders to the commanding officers may assist with this issue in the future.

Some REV registrants may have returned to Australia in sufficient time to cast a vote on polling
day, raising the risk of such registrants casting a REV vote while in Australia (but no evidence
that this occurred).
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CHAPTER 5: Management of Risks of Electoral Offences and Outcomes

5.1 Procedures to manage the risks of Electoral Offences

There are a number of risks associated with the implementation of electronically assisted voting
that could impact on the integrity of individual votes, or the accuracy of the count of valid votes.
These include, amongst others, the following:

= the list of candidates on the REV ballot paper does not reflect that on the official paper-
based ballot papers;

= the software for the REV is maliciously tampered with;

= the vote is not accurately transmitted, lost or interfered with, between entering into the
terminal, and printing the vote in National Office;

= votes were substituted during the printing process;
= votes are substituted in transit from National Office to the DROs; and

= voters using REV are able to vote more than once.

The AEC put in place a range of design features, implementation processes and testing and
review regimes to manage these risks. These included:

= extensive testing of the software with respect to its accuracy;

= the hardware that held the REV database and record of the votes was in a physically
secure environment;

= the voter preferences were encrypted prior to being transmitted from the Citrix server to
the REV database where they were held until after the election;

= voters could use a vote checking service to check that their vote had been recorded on
the REV database;

= the names of the candidates were directly imported from an ELMS extract, the election
management system on which the candidates names are recorded and used as a basis
for printing ballot papers. The layout of the candidates on the ballot papers for each HoR
Division and Senate State/Territory listing was specified in detail in the system
specifications;

= access to the REV database for transmission of the votes to National Office was
observed and logged, and decryption was only possible with the use of a minimum of
three of the six passwords entered, each held by a different AEC officer;

= the printing of the votes was observed, including by scrutineers appointed under the
Commonwealth Electoral Act 1918,

= the number of votes was counted and checked against the log prior to dispatch;

= the names of the voters were extracted and then uploaded into the RMANS Declaration
Scrutiny Subsystem to flag the REV record as having cast a vote. By doing this the DRO
would then know not to include any returned GPVs from this voter in case they had voted
both as a REV and a GPV;

= alist was then produced from the RMANS Declaration Vote Scrutiny Subsystem of the
REVS for each Division and the list included their postal vote certificate number. These
lists were then sent to the DROs with the REV votes but both in separate envelopes to
maintain the secrecy of the vote. The purpose of the list was for the DRO to mark the
vote as received in the Division back into the RMANS Declaration Vote Scrutiny sub
system;

= for each Division, the votes were batched into groups of 100, and placed in a yellow
envelope. Up to two sealed yellow envelopes, along with:
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o instructions for the receipt and processing of the enclosed votes,
o lists of voters showing their postal vote certificate number, and

o afaxto be signed and sent back to National Office by the DRO to acknowledge
receipt

were then placed in a manila envelope, with an address label. Each manila envelope
was placed in a Australian Post Express Platinum Post Premium delivery bag, with a
track and trace feature, allowing identification of when and where the bag has been
delivered along with who signed for the bag. Each post bag was tamper evident;

follow-up with the DROs to ensure delivery if the fax was not received within the
expected period;

instructions to the DRO on the treatment of the votes as postal votes, including the mark-
back process Declaration Scrutiny;

contracting an independent auditor who undertook a full risk assessment on REV and the
associated controls (planned and implemented) as well as undertook independent testing
on the REV software itself; the audit concluded that with the controls, the REV system
complied with the AEC specifications.

Based on feedback from the DROs and Divisional Office staff, the Electronic Voting Section,
and through the survey, as well as observations at printing of the votes, the following was noted
with regard to the implementation of the controls to manage risks associated with the REV
system.

DROs and Divisional Office staff said that:

o there were no issues with the instructions or the following election bulletins,
although some could not readily recall these, given the amount of information flow
during the election and ;

o there were no issues with regard to the mark-back process on Declaration
Scrutiny;

o the REV votes were distinguishable, and in one location, scrutineers were very
interested in what was recorded on them, but the DROs said that they were
included in the next postal vote count after the parcel was opened and not
counted in isolation;

o the DRO for Herbert Division claimed not to have received the list of voters with
the votes. This could have occurred because the votes came in two Platinum
Post Premium bags, and the list was not in the first opened, suggesting that if
more than one bag is required, a copy of the voter list with GPV is included, but
specifically marked as “duplicate” or “copy only”. The DRO obtained a copy of the
listing from National Office.

The declaration scrutiny picked up that 29 (or 1.9%) REV registrants also cast a postal
vote. REV registrants were reminded on the pamphlet accompanying their PIN that they
were only to vote once in the Federal Election. It is possible that a small number, on
receipt of a GPV may have interpreted this as only voting once using REV, or only voting
once using GPV. It suggests that more explanation may be required to emphasise in the
instructions to REV voters, that voting using the REV excludes them from voting any
other way, including GPVs. It was noted that in these circumstances only the REV vote
was counted.

The colour of the decoded printed votes was considered an issue — they were all white
A4, making it difficult to distinguish the HoR votes from the Senate. Also, the smaller
size of the Senate BVI papers compared to a standard Senate ballot papers, increased
the risk of “getting lost” within the pile, and being missed in the count. Printing such
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votes on different colour paper (eg green for the HoR and yellow for the Senate) would
overcome this problem.

A suggestion was made by a scrutineer to print the REV votes on watermarked paper to
further minimise any risk of vote substitution during the transport of the votes between
NO and the DROs, additional to the security provided by the tamper evident packaging.

SUMMARY OF FINDINGS - Managing Risks of Electoral Offences

The AEC put in place a range of controls to minimise the risks of electoral offences
associated with the REV system and their use. These were subject to an independent
audit with a satisfactory outcome.

The AEC put in place methods to ensure that only the REV vote was counted even if the
person voted using both REV and GPV.

One DRO, in receipt of two post pack bags of REV votes claimed not to have received
the list of voters with GPV certificates attached.

1.9% of REV voters also cast a GPV vote.

The risk of substitution of votes during transportation of votes between National Office
and the DOs was managed through the use of tamper-evident packaging. The use of
watermarked paper on which vote is printed was suggested as a further risk
management aid.

The colour and size of the printed votes made it difficult to distinguish between HoR and
Senate ballot papers, and increased the risk of not including the print-out in the count.

Recommendations:

In any future implementation of EVMSs, the following considerations are recommended:

Y

include a copy of voter lists with GPV certificates in each bag of REV votes dispatched from
National Office to DROs, with second or subsequent copies clearly marked “duplicate” or

“copy only”;

emphasise to REV voters that casting a vote using the REV excludes them from casting a
vote any other way, and so they should discard any GPV that arrives;

use watermarked or other security paper for printing record of votes;

use different colour paper for HoR and Senate printed votes.

5.2 Allegations of Electoral Fraud arising from the EVM Trial

There have been no allegations of electoral fraud or even official complaints arising from the
REV Trial.

SUMMARY OF FINDINGS - Allegations of Electoral Fraud arising from the EVM Trial

There have been no allegations of electoral fraud arising from the trial, nor any official
complaints.
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5.3 Conclusion of “Management of Risks of Electoral Offences and Outcomes”

The AEC put in a range of controls to minimise the risks of electoral offences associated with
the REV system and its associated processes. These were subject to an independent audit
with satisfactory outcomes.

Improvements were suggested in a number of areas to more easily manage the risks.

There have been no allegations of electoral fraud and no official complaints arising from the
trial.
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APPENDIX 1:REV USER QUESTIONNAIRE-2007 Federal Election--Postal Survey for REV Registrants

2007 FEDERAL ELECTION QUESTIONNAIRE FOR VOTERS REGISTERED FOR REMOTE ELECTRONIC VOTING

You registered to vote at the 2007 Federal Election using remote electronic voting (REV) on the Defence Restricted Network (DRN). REV is being
undertaken on a trial basis for this election, and so your feedback is very valuable to determine how it went.
By filling in this questionnaire you will assist the Australia Electoral Commission (AEC) and the Department of Defence to provide feedback on the trial to

the Parliament of Australia.

Your response is anonymous and will be treated “in confidence”; your name is not required on this questionnaire form, nor on the attached
envelope. Please complete and return this questionnaire once you have voted. All questionnaires should be completed and returned in the
envelope provided as soon as possible after 24t November, even if you did not vote electronically.

1. Where were you serving at the

time of the election?
(tick one)

L1 Afghanistan
[ Iraq

] Timor-Leste

] Solomon Islands

2. How did you find out about remote
electronic voting?

(Tick boxes and fill in all relevant boxes.
More than one box can be ticked/filled in.)

1 Force preparation training.
[ Warning Order

L] Information from Commanding
Officer

L1 DRN web-site
1 Operational Order
1 Other word-of mouth (eg colleagues)

] Other:

3. Did you receive your PIN early

enough to allow time to vote?
(tick one)

[ Yes (go to Question 4)

1 No (please explain, eg didn't arrive at post in
time,
couldn’t receive mail due to operational
reasons)

(go to Question 15 over page)

4. Did you need to ask for a
replacement PIN? (tick one)

[ Yes (goto Question 5) .

1 No (go to Question 6)

5. Did you receive your replacement
PIN early enough to allow time to
vote?

1 Yes (go to Question 6)

I No (please explain, eg didn't arrive at post in
time,
couldn’t receive mail due to operational reasons)

(tick one)
v v (go to Question 15 over page)
- ?
6. Did you acce(;gktgr?eg) RN to vote 1 Yes (go to Question 7) : 1 No (go to Question 14 over page)
7. How would you rate the following in . v Comments
voting using the DRN: Rating (circle one) (Comments are particularly important if you circled 4
or 5)
very very
good neutral poor
a. Availability of the DRN in order to 1 9 3 4 5
vote?
b. Clarity of the instruction pamphlet
that came with your PIN? 1 2 3 4 5
C. Qlar|ty gf the on-screen 1 9 3 4 5
instructions?
d. Privacy of the location allocated for 1 9 3 4 5
voting using the DRN?
e. The speed with which the DRN
allowed you to log on and cast 1 2 3 4 5

your vote?
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8. Did you complete your vote on
DRN?
(tick one)

L] Yes (go to Question 9) 1 No (please explain)

l

(go to Question 11)

9. Did you use the vote checking

service before/after voting closed?
(tick one)

L1 Yes, only before voting closed — [ No (go to Question 11)

LI Yes, only after voting closed

[ Yes, both before and after

10. How would you rate: T veryv Comments
neutral (Comments are particularly important if you circled
good poor 4 or 5)
a. the ease of use of the vote
) : ) 1 2 3 4 S
checking service?  (circle one)
b. the \(alue of vote checkmg 1 2 3 4 5
service? (circle one)
11. What is your level of satisfaction ve —— Comments
with: satisrf?led neutral sa;i};fied gC(;)rn;Tents are particularly important if you circled
= the level of service remote
electronic voting provided? 1 2 3 4 3
(circle one)
12. Would you use remote electronic [1 No (please explain or provide comment)
voting at a future Federal Election or | L1 Yes
referendum? (tick one)

13. Please give any other comments
or suggestions for future
improvement?

Please answer Question 14 if you were issued/reissued a PIN in time and did not access the DRN to vote

14. What was the reason that you
didn’t access the DRN to vote?

(Tick boxes and fill in all relevant boxes.
More than one box can be ticked/filled in.)

1 DRN was down when | had
time to vote

1 Operational reasons prevented me
from accessing the DRN

1 Queue to access the DRN too long [ | chose not to access the DRN to vote

when | had time to vote

0 DRN was otherwise not available L1 Other:

when | had time to vote

| (o to Question 16)

Please answer Question 1

5 if you did not complete a vote using remote electronic voting on the DRN.

15. Did you cast a vote in the 2007

Federal Election?
(tick one)

[ Yes, | cast a postal vote 1 No, I chose not to vote

] No, | was unable to cast a vote
(please give details)

L1 Yes, | cast a vote another way
(please give details)
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APPENDIX 1 (CONT)
Focus Group Questions for DROs and their staff

e The process for registering ADF personnel for remote electronic voting. Can you comment
on:

o Any issues that you encountered.
o How these issues might be overcome in the future.

e The receipt of votes cast via remote electronic voting in print format and vote receipt and
processing. Can you comment on:

o The timeliness with which you received these votes?
= Did you encounter any issues with timeliness?
=  How might timeliness be improved in the future?
o With respect to the processing of these votes, can you comment on:

= Instructions contained within the envelope with the votes. Were the
instructions clear and sufficiently. Any suggestions for improvements?

= Did you also note the instructions sent in the Election Bulletin? Did this assist?
= Mark back process in dec scrutiny. Did any issues arise?
= Inclusion of the votes in the postal scrutiny?

= Did you find any issues overall with ensuring that individual’s votes were
secret.

o Extra workload associated with the remote electronic voting.
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APPENDIX 2: Detailed tables for Chapters 3

Table A2.1: No. of ADF Personnel Deployed and REV Registered

Location Deployed* | Registrations F{egi;/;ere d
Afghanistan 1576 1307 83%
Iraq
Solomon
Islands 140 107 76%
Timor-Leste 784 598 76%
Totals 2500 2012 80%

* - This is based on Defence’s advice overall, and on Defence’s web-site publication of data for those deployed to
Solomon Islands and to Timor-Leste, as it is expected that all those at these locations were eligible to register for

REV.

Table A2.2: No. of REV Registrations and REV Votes Cast

AFPO Location Registrations | Votes Received % Voted
AFPO 13/14 Afghanistan 669 599 90%
AFPO 19/20 Iraq 638 501 79%

Solomon
AFPO 11 Islands 107 98 92%
AFPO 5 Timor-Leste 598 313 52%
Totals 2012 1511 75%

Table A2.3: Means by which REYV registrants found out about the trial

Not Solomon | Timor
Country | deployed Afghanistan Iraq Islands Leste Total

DRN web-site 0 7 0 4 11 22
Force preparation training 1 40 30 6 42 119
Information from Commanding

Officer 0 27 26 21 43 117
Operational Order 0 16 11 13 26 66
Warning Order 0 10 3 7 12 32
Other word-of mouth (eg

colleagues) 0 22 7 5 19 53
Other 0 6 4 4 15 29
Total 1 128 81 60 168 438

Table A2.4: Satisfaction with level of service REV provided by location
(number of survey respondents)

Afghanistan Irag Solomon Is | Timor Leste Total
V satisfied 60 34 23 53 170
Satisfied 39 15 16 34 104
Neither 6 11 4 10 31
Dissatisfied 1 2 1 3 7
V dissatisfied 1 1 0 2 4
Total 107 63 44 102 316

Table A2.5 Satisfaction with level of service REV provided by willingness to use REV at the next

election

(number of survey respondents)

Willingness to use REV at next
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Election
No Yes Total
V satisfied 1 169 170
Satisfied 3 100 103
Neither 9 22 31
Dissatisfied 1 6 7
V dissatisfied 2 1 3
Total 16 298 314

Table A2.6 Rating of “Opportunity to vote electronically” by location
(number of survey respondents)

Opportunity

to vote Timor-

electronically | Afghanistan Iraq Solomon Is | Leste Total
Very Good 73 45 32 71 221
Good 27 10 10 22 69
Neutral 6 7 1 7 21
Poor 0 1 1 1 3
Very Poor 2 0 0 2 4
Total 108 63 44 103 318

Table A2.7 Rating of “Clarity of instruction pamphlet that came with PIN” by location

(number of survey respondents)

Clarity of

instruction Timor-

pamphlet Afghanistan Irag Solomon Is | Leste Total
Very Good 50 29 24 55 158
Good 38 22 15 41 116
Neutral 15 10 5 6 36
Poor 2 1 0 1 4
Very Poor 3 0 0 0 3
Total 108 62 44 103 317

Table A2.8 Rating of “Clarity of on-screen instructions” by location
(number of survey respondents)

Clarity of

on-screen Timor-

instructions | Afghanistan Irag Solomon Is | Leste Total
Very Good 48 30 27 50 155
Good 46 24 14 44 128
Neutral 11 5 1 7 24
Poor 1 3 1 1 6
Very Poor 2 1 1 0 4
Total 108 63 44 102 317
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Table A2.9 Rating of “ability to cast a vote in private” by location
(number of survey respondents)

Ability to

cast a vote Timor-

in private Afghanistan Irag Solomon Is | Leste Total
Very Good 52 34 28 59 173
Good 34 21 11 26 92
Neutral 14 7 4 11 36
Poor 5 1 1 2 9
Very Poor 3 0 0 4 7
Total 108 63 44 102 317

Table A2.10 Rating of “speed of logging on and casting a vote” by location
(number of survey respondents)

Speed of

logging on

& casting Timor-

vote Afghanistan Irag Solomon Is | Leste Total
Very Good 33 29 10 41 113
Good 26 16 12 29 83
Neutral 23 5 5 10 43
Poor 18 6 11 17 52
Very Poor 8 7 6 5 26
Total 108 63 44 102 317

Table A2.11: Estimate of the number of ATL/BTL REV Senate votes cast for each State/Territory

by location
Afghanistan Iraq Solomon Islands Timor TOTAL
Senate | Senate | Senate | Senate | Senate | Senate | Senate | Senate | Senate | Senate
ATL BTL ATL BTL ATL BTL ATL BTL ATL BTL
STATE
NSW 179.1 1.9 46.0 1.0 5.9 0.1 30.0 1.0 261.0 4.0
VIC 18.0 0.0 20.9 0.1 59.1 0.9 12.0 0.0 110.0 1.0
QLD 269.5 7.5 113.1 2.9 0.7 0.3 211.7 5.3 595.0 16.0
WA 42.0 0.0 10.0 0.0 0.0 0.0 4.0 0.0 56.0 0.0
SA 9.0 0.0 9.0 0.0 15.0 0.0 5.0 0.0 38.0 0.0
TAS 5.7 0.3 3.7 0.3 14.1 0.9 3.6 0.4 27.0 2.0
ACT 21.6 2.4 25.0 3.0 0.0 0.0 5.4 0.6 52.0 6.0
NT 36.1 5.9 228.0 38.0 0.9 0.1 29.1 4.9 294.0 49.0
TOTAL 580.9 18.1 455.6 45.4 95.7 2.3 300.8 12.2 1433.0 78.0
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APPENDIX 3: DETAILED ASSESSMENT FOR CHAPTER 4

Table A3.1: Assessment of Compliance with Legislation
Reference ( Description Means of Addressing Legislative Provision

Part XVB - Trials of electronic voting methods
Division 2 - Trial of remote electronic voting for defence personnel serving outside Australia

202AH (3) This sub-section requires that = The order in which the list of parties and candidates for both the House of Representatives and

= the information that the elector receives on the Senate ballot papers was arranged on the screen was downloaded from ELMS, the election
both the HoR and Senate ballot papers is management system used as a basis for printing ballot papers. The layout of the ballot on the
in the same order as the printed ballot screen directly reflected the layout of printed ballot papers.
papers; and = Onlogging in to the REV server, and confirming that the voter had not voted previously in the

= the elector is able to vote in a way that is election, the screen displaying the HoR ballot for the electorate in which the voter was enrolled
equivalent to marking a paper based ballot was displayed. The voter moved the cursor to the candidate of his/her first choice, and clicked
paper. the mouse, then moved the cursor to the candidate of his/her second choice and then clicked

the mouse, etc until all preferences were filled in, or the person decided to click to the next
screen prior to filling all the preferences, and thus cast an informal vote. Similar means of
indicating preferences were available for voting for Senate candidates.

202AJ This section requires that the AEC makes a =  Aseach vote was cast it was transferred via the DRN to, and stored on, the AEC’s secure
record of each person who has voted using the server based in Tuggeranong. After the close of poll the votes were then transferred in bulk in
remote electronic voting (REV) method their encrypted form to the AEC’s National Office (NO). As part of the decryption process at NO

on 25/11/07, the votes themselves were separated from the names of the electors. The list of
electors was uploaded to the Declaration Scrutiny subsystem and report showing the GPV
certificate number was printed. The elector’s record in the Declaration Scrutiny subsystem was
flagged to indicate that they had voted as a REV. The list of electors, including their GPV
certificate number was sent in the same package as the printed votes themselves to the DRO of
each relevant electorate. The printed votes were sealed in a separate envelope to ensure that
the names of voters were kept separate.

202AK (1) This sub-section requires that in relation to each =  The software for REV voting resided on a dedicated AEC secure server located at Tuggeranong.
vote cast by a person using the REV method: This connected to the DRN via secure data link. The REV data transferred to/from the Citrix
= that there be a secure means to Server located within the DRN and was viewed on the voter's DRN terminal at which the voter
transmitting the electronic record of the was casting their REV. (DRN is Defence’s high security intranet for transmitting secure
vote to the AEC; and information to commanders deployed in overseas operations.)

= the electronic vote record is kept secure

I : The record of votes were stored on AEC’s Tuggeranong server, until transmitted on 25/11/07.
until it is transmitted.

The votes were transmitted in an encrypted format. Decryption at NO in Canberra required

three out of six passwords to be entered before decryption could occur. Observations as part of
the transmission and printing, indicated that this was indeed reliable, as two of the six password
holders, originally not present, were called upon to gain sufficient numbers of accurately recalled
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202AK (2)

Reference (

Description Means of Addressing Legislative Provision

This sub-section required that a printed record =
be produced for the purposes of scrutiny for

each vote cast using the REV method and
transmitted to the AEC; this printed record is not

to contain any means of identifying the person

who cast the vote.

passwords to be entered.
As part of the decryption process the application reported on corrupted records.

As part of decryption at NO on 25/11/07, the record of vote was separated from the list of voters.
The votes were then printed for each Division. The HoR records were printed first followed the
Senate record of votes. Votes per Division were counted, batched in groups of 100 (or less,
depending on the number of votes for the Division), with each batch placed in an envelope and
sealed. Each of these envelopes was placed in a larger envelope, the list of voters, GPV
certificates, instructions to DROs and a fax sheet to acknowledge receipt, and that envelope
sealed.

Thirty-two divisions only had one elector casting a REV vote. Although it could be possible to
link the certificate information with the vote, the procedures for the count in the DOs were such
that they were treated to the same as a postal vote which contains votes inside a named
envelope, minimising the risks.

Description Means of Addressing Legislative Provision

Division 2 Trial of remote electronic voting for defence personnel serving outside Australia

Regulation 60

Regulation 61

This regulation specifies that the AEC must
keep a register of remote electronic voters.
This regulation specifies the condition to casta =
REV; in particular:
= the defence civilian or member must be
registered as a remote electronic voter; and
= they may apply for registration if they are
an elector and if they are serving, or likely
to be serving, outside Australia at the time
of the election or referendum.

Information on all applications for registration (provided they were on the electoral roll) was
included in a secure section of RMANS database.

Information on RMANS that identified an elector as a REV registrant, was entered by the DO
staff from the REV registration form. Only those whose enrolment was current in RMANS as a
REV registrant and were eligible to register for REV (provided that they met other criteria such
as deployment overseas at the time of the issue of the writs and deployed to one of the four
gazetted areas of ADF operations.)

There was at least one case identified where the DO staff may have inadvertently registered a
GPV applicant as a REV applicant, on the basis of survey feedback. The survey respondent
may equally not have remembered that they filled in the REV registration form.

REV registration forms were restricted and only available to those about to be deployed
overseas, or already deployed overseas to an area gazetted for REV voting. REV registration
was not compulsory, but encouraged to ensure a successful trial. The REV registration forms
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Regulation 62

Regulation 64

Regulation 65

Description

Under this regulation, if the DRO becomes
aware that an elector registered as a remote
electronic voter, either is in Australia at the time
that the writs for an election are issue, or has
returned to Australia on a permanent basis, the
DRO must remove the elector from the register.

This regulation specifies that, unless the elector
seeks assistance from another person, the
elector must use the REV machine in private.

Under this regulation, the elector
= must use a login and password provided by
the AEC after registration, and cast their

Means of Addressing Legislative Provision

identified expected deployment date and date of return to Australia.

A listing of REV registrants on RMANS was extracted at the issue of the writs to seek
information from Department of Defence on whether these electors were still eligible for REV;
that is, were still deployed overseas at one of the gazetted locations. Information was also
sought from DROs on those applications that had not been processed for applicants whose
expected date of departure or data of return raised doubt as to their location in Australia or
overseas at the time of the issue of the writs. The information from the DROs was added to an
excel spreadsheet and sent to the Electronic Voting Section for collation prior to sending to
Defence.

Defence then advised as to whether the REV registrants/applicants were deployed overseas at
the time of the issue of the writs. Each DRO was advised of any changes that needed to be
made to the status of applicants in RMANS. Those who were deployed between the issue of the
writs and the close of nominations were included in the register for GPV rather than being
granted REV status.

Based on information provided by Defence, the DROs updated RMANS.

Five (9%) of the survey respondents who did not cast their vote using REV returned to Australia
before polling day. Applying this percentage across all REV registrants who did not vote
electronically, would indicate that a total of 45 registrants returned to Australia in time to vote. It
is not clear whether these registrants were in Australia or deployed overseas at the time of the
issue of the writs.

The AEC in visiting camps and bases in Timor-Leste and in the Solomon Islands discussed the
need to set up DRN terminals in private areas.

Ensuring privacy could not be guaranteed by the AEC - this was a responsibility of the
commanding officer at each location at which the REV voting took place. However, the pamphlet
which accompanied the PINs sent to REV registrants included the comments: Everyone has the
same right to the same privacy and cast your vote in private.

Concerns about privacy were raised particularly as issues by a small number of survey
respondents deployed to Afghanistan and Timor-Leste. Comments suggested that in these
locations, others could view the screen while the person was voting.

In order to access REV on the DRN, registrants must login using, name, date of birth and the
PIN issued to them by the AEC after they had been REV registered. The design of the system
brought up screens that directly reflected the printed ballot paper, and required the use of a
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Regulation 66

Regulation 67

Description

vote using the keyboard or mouse,
following the on-screen prompts; and
= may decide not to caste their vote using the

REV machine prior to completing the vote,

with the elector able to cast a vote by other

means, and with the requirement that the
machine is not able to keep any record of
the uncompleted vote.

This regulation specifies the detail required in

recording who has voted using the REV

method, namely:

= name of person,

= the Division in which the person is enrolled,

= thelogin allocated by the AEC to the
person after registering, and

= the person’s date of birth.

This regulation specifies that:

= the AEC must ensure that REV records are

o securely kept until transmitted,

o securely transmitted to the AEC,

o securely stored by the AEC until
printed,

o printed to produce a printed record
which does not contain any means of
identifying the person who cast the
vote,

o once printed, bundled according to the
relevant electors’ Divisions, which is
then sealed in an envelope and
marked with the name of the Division
and number of the printed records
enclosed in the envelope;

= the list of the names of people who cast a

REV is printed for each Division, which is

sealed in a different envelope marked with

the name of Division;
= the envelopes are sent to the relevant DRO

Means of Addressing Legislative Provision
mouse to point and click at candidates in order of choice to record the voter’'s preferences.

= No data was stored externally to the AEC Secure Server linked to the DRN. The REV voting
software only recorded votes for which it issued receipts.

= This was a report produced following decryption of REV data on 25/11/07. The data from this

report was then uploaded to Declaration Vote subsystem an report produced displaying the GPV

certificate number, as well as to record centrally that the elector had cast a vote.

See report of Means of Addressing Legislative Provision, sub-subsections 202AK(1) and (2),
Commonwealth Electoral Act 1918, above.

= The only issue that arose when printing the votes, was that the size of the Senate paper
produced for BTL voting in NSW. It was initially too large to fit on one A4 sheet. The margins
needed to be adjusted to allow for printing on one page. This process was observed by a
second AEC person throughout the adjustment process to guarantee that no manipulation of the
vote could be undertaken without independent observation.

= The scrutineers observing the process suggested that the votes be printed on watermarked
paper to minimise any tampering in transport from NO to the DOs for counting.
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Regulation 68

Regulations 69-71

Regulation 72

Description

offices, with the DRO required to confirm
that they have been received and then deal
with the envelopes as if they contained
other types of votes.

This regulation specifies that scrutineers

appointed under the Act, may observe the

printing of REV records, and their subsequent

bundling.

These regulations specify that only persons

nominated by the elector to assist them cast

their vote, can

= make any communication to the elector
about their vote;

= interfere with the elector in relation to their
vote; and

= have knowledge of the elector’s vote.

This regulation specifies that only officers acting

in their duty, can interfere or destroy the REV

hardware, software and data.

Means of Addressing Legislative Provision

Scrutineers appointed under the Commonwealth Electoral Act 1918 attended the printing of the
REV votes, and part of the bundling of voting for dispatch to the DOs.

Given that voting took place remotely, it is not possible to identify the extent to which, if at all this
occurred.

The AEC in visiting camps and bases in Timor-Leste and in the Solomon Islands raised the
confidentiality of voting.

The pamphlet which accompanied the PINs sent to REV registrants included the comments:
How to vote is your business. Everyone has the same right to the same privacy. Keep your
Remote Electronic PIN confidential. Cast your vote in private.

There were a range of security features which assisted compliance with this regulation,
including:
o the AEC Secure server on which the REV software and votes were stored prior to
transfer was in a secure site;
o the information transfer was through the DRN, a security Intranet;
o the transfer of votes from the CITRIX server to the AEC Secure Server and then to AEC
NO was encrypted;
o the decryption of votes and voters was password protected, requiring the passwords of
three of six password holders, all of whom were AEC officials;
o the transfer, decryption, printing, processes were observed and recorded on a manual
log.
The IT audit on REV, found that the AEC had adequately managed the risks associated with this
regulation.

62



